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(54) [Title of invention] Data distribution service method 



(57) [Abstract] 

[Problem] To provide content control service using the 
detailed information concerning content. 

[Solution means] A service is provided that can protect 
copyright and other content rights by defining on the 
broadcasting side the method of presentation of content to 
viewers, conditions of use, content storage in encrypted form, 
restricted reception to terminals, restricted reception to 
individuals, etc., distributing the defined description, together 
with the content, to the reception side, and carrying out 
viewers' viewing control, storage control, computer control, 
encryption/decryption control, etc. To this end, a 
comprehensive data distribution system appends metadata, 
which is content-related information, to each item of content. 
This metadata gives general information such as the title, 
nature, and composition of the content, control information 
concerning storage and playback processing, control 
information concerning billing, and information concerning 
copyright protection, such as information concerning the 
content encryption method including content decryption 
keys, etc. 
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[Claims] 

[Claim 1] In a data distribution service method in which 
content is distributed using media such as satellite, terrestrial 
circuits or other communication circuits, or removable media, 

a data distribution service method in which 

the transmission-side device 

performs encryption of the content after generation of the 
content, 

divides the encrypted content into blocks, 

stores each element of the block-divided encrypted 
content in the payload part of the distribution stream, 
assembles them into a distribution data format, and 
distributes the content, and 

generates and distributes metadata in which are stored the 
method of presentation of the content, its conditions of use, 
and content-related information including the encryption key 
of the content; and 

the reception terminal, 

if it assembles content, assembles the payload part without 
decryption, and stores content and metadata in still encrypted 
form, and 

performs billing control and rights protection with respect 
to the content by making judgments concerning use of the 
content on the reception side. 

[Claim 2] In the data distribution service method of claim 
1 , a data distribution service method in which 

in the encryption of the content, encryption is performed 
on all the data in each element constituting the content, and 

for the metadata, encryption is applied only to 
predetermined necessary parts. 

[Claim 3] In a data distribution service method in which 
content is distributed using media such as satellite, terrestrial 
circuits or other communication circuits, or removable media, 

a data distribution service method that includes 

a step in which the reception terminal makes the 
transmission-side device a contract request that includes the 
terminal ID the user has contracted to a fee-charging 
business, the personal ID, and the channel or program or 
content he wants to contract, 

a step in which the transmission-side device, according to 
the contract request that has been made, generates metadata 
for prior contract, leaves the terminal ID and personal ID 
unencrypted, encrypts, with a terminal key Kmc unique to 
each reception terminal, contract information that includes 
the fee-charging business ID, a business key Kw unique to 
each business, and the contract code, and distributes it to the 
reception terminals, 

a step in which the reception terminal decides, according 
to the terminal ID and personal ID stored in the unencrypted 
part of the metadata for prior contract, whether it is 
information addressed to the user who is to use the terminal, 
and if it is decided that it is addressed to the using user, 
decrypts the metadata for prior contract by the terminal key 
Kmc that is prestored in the reception terminal, and obtains 
contract information including the business key Kw, 

a step in which the reception terminal, based on the 
obtained contract information, makes a request for content to 
be broadcast by the contract business; 

a step in which the transmission-side device causes 
synchronization with the distribution of the encrypted 
content, including keeping the fee-charging business ID 
unencrypted, distributes metadata for key distribution in 



which the necessary part, including the encryption key Kk of 
the content that will be needed when viewing the content, is 
encrypted with the business key Kw, and metadata for 
storage/playback in which the necessary part, including the 
use restrictions information for the content that includes the 
content distribution device position, is encrypted with the 
content [encryption] key Kk; and 

a step in which the reception terminal causes 
synchronization with the encrypted content, receives 
metadata for key distribution that is distributed, decides by 
the fee-charging business ID that is stored in the unencrypted 
part whether it is a broadcast by the contract business, and if 
it is decided that it is metadata for key distribution to the 
content to be broadcast by the contracted business, decrypts 
the encrypted part by the business key Kw distributed by the 
metadata for prior contract, decides by the decrypted relevant 
contract code and the contract code distributed by the 
metadata for prior contract whether it is usable content within 
the user's contract form, and if it is usable, stores the content 
key Kk in the reception terminal, decrypts by the content key 
Kk the encrypted part of the metadata for storage/playback 
received at the same time, confirms the use restrictions 
information with respect to the content, and if it can be used 
by the user, receives the encrypted content according to the 
distribution location information of the encrypted content 
stored in the metadata for storage/playback. 

[Claim 4] In a data distribution service method as 
described in claim 1 or 3, a data distribution service method 
that is characterized in that 

in order to provide service to the user in various element 
units such as content units, channel units, program units, or 
file units in a computer, service can be provided in content 
units designated by the reception terminal, in which the 
transmitting-side device designates a unit indicating a 
physical quantity of the content, and distribution is done with 
the designated physical quantity included in the metadata. 

[Claim 5] In a data distribution service method as 
described in claim 1 or 3, a data distribution service method 
that is characterized in that 

the metadata includes information including the title and 
nature of the content, the method presentation of the content 
to the viewer defined on the transmission side, and the 
conditions of use; 

the transmission-side device encrypts the necessary parts 
also with the metadata itself to prevent data tampering and 
maintain secrecy and then distributes it; and 

the reception terminal stores the metadata in still 
encrypted form, and at the time of use ensures rights 
protection by controlling the reception terminal by the 
encryption key. 

[Claim 6] In the data distribution service method of claim 
1 or 3, a data distribution service method that is characterized 
in that 

the metadata for prior contract is metadata that includes 
the business key Kw of the fee-charging business and 
contract code content concerning the form of the contract, 
and is distributed when a terminal is purchased, when a 
contract is updated, or when a business key Kw is updated; 

the metadata for the EPG [electronic program guide] is 
metadata for confirmation of content that is scheduled to be 
distributed or for making a reservation; 
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the metadata for storage/playback is metadata that 
includes information needed for the reception, storage, and 
playback of content; 

the metadata for key distribution is metadata that 
distributes information concerning encryption keys for 
content; 

the metadata list is metadata for acquiring the distribution 
position of metadata items within the distribution stream; 

the metadata for system key updating is metadata for 
updating the system key Ksy that is common to all reception 
terminals; and 

the transmission-side device distributes the metadata 
classified, according to its purpose of use on the reception 
terminal side, its distribution timing on the transmission side, 
and its description, into metadata for prior contract, metadata 
for the EPG [electronic program guide], metadata for 
storage/playback, metadata for key distribution, metadata for 
system key updating, and the metadata list. 

[Claim 7] In a data distribution service method as 
described in claim 6, a system that is characterized in that 

what is in the metadata for prior contract that is 
distributed to users individually is individual users' contract 
information; what is stored in the key distribution metadata 
and storage/playback for the various content that is 
distributed in common to all users are the contract 
information and conditions of use, etc. that will be necessary; 
a comparison is made between the individual users' contract 
information that is distributed by the metadata for prior 
contract and the contract information included in the other 
metadata, use of the content by the user is made, and 
restricted reception in content units to individual users is 
carried out. 

[Claim 8] In a data distribution service method as 
described in claim 6, a data distribution service method that 
is characterized in that 

information for which rights protection is necessary, 
including contract information for each user and the business 
key Kw for each business, is stored in the metadata for prior 
contract, and the transmission-side device, by encrypting this 
information by the terminal key Kmc of each terminal owned 
by each user or by a personal key Km, distributes the 
information while safeguarding the secrecy of the 
information. 

[Claim 9] In a data distribution service method as 
described in claim 6, a data distribution service method that 
is characterized in that 

the metadata for the EPG [electronic program guide] is for 
confirmation of content that is scheduled to be distributed or 
for making a reservation, and in it is stored information for 
which rights protection is necessary, including use 
restrictions information; and 

the transmission-side device, by encrypting this 
information by the common key Ksy for all reception 
terminals, distributes it to all users without distinction among 
users, while maintaining the secrecy of the necessary 
information in the metadata. 

[Claim 10] In a data distribution service method as 
described in claim 6, a data distribution service method that 
is characterized in that 

content rights protection is realized by making it so that 
for metadata for key distribution in which information is 
stored including encryption keys for content and for metadata 



for storage and playback in which information is stored 
including content copy control information, by the 
transmission-side device distributing the metadata for key 
distribution encrypted by the business key Kw and the 
metadata for storage and playback encrypted by the content 
key Kk for each content, only users who have made a 
contract with the business and have received the business key 
by the metadata for prior contract will be able to acquire the 
content key Kk. 

[Claim 11] In a data distribution service method as 
described in claim 6, 

the metadata for key distribution distributes information 
concerning the encryption key for content; and 

if the content is a for-fee broadcast, the transmission-side 
device encrypts the information by the business key Kw 
unique to each business, and if the metadata corresponds to 
free content that can be viewed even by users other than 
contracting parties, it encrypts it by the system key Ksy that 
is common to all reception terminals. 

[Claim 12] In a data distribution service method as 
described in claim 6, a data distribution service method that 
is characterized in that 

the metadata for system key updating is metadata in which 
is stored information for updating the information that is 
common to the system as a whole, including the system key 
that is common to all the reception terminals within the 
system; and 

the transmission-side device, by encrypting the part for 
which protection is necessary, including the new system key 
Ksy3, using the spare system key Ksy2 that is kept ready in 
advance in common among all the reception terminals, is able 
to distribute it without distinction among users while 
maintaining the secrecy of the necessary part within the 
metadata. 

[Claim 13] In a data distribution service method as 
described in claim 6, a data distribution service method that 
is characterized in that 

the metadata list stores the distribution position along the 
distribution channel of each metadata list being distributed, 
and the reception terminal acquires metadata using the 
metadata list. 

[Claim 14] In a data distribution service method as 
described in claim 6, a data distribution service method as 
described that is characterized in that 

by storing in the metadata list information for recognizing 
updates of metadata for the EPG [electronic program guide], 
metadata for storage and playback, etc., it is possible to 
receive just the updated metadata. 

[Claim 15] In the data distribution service method of 
claim 1 or 3, 

encrypted metadata is distributed either if embedded 
distribution is done again in metadata that is not encrypted, 
or if it is distributed as a separate file. 

[Claim 16] In the data distribution service method of 
claim 1 or 3, a data distribution service method that is 
characterized in that 

the transmission-side device generates and manages 
customer information based on information including the 
terminal ID under which a user has purchased a reception 
terminal, the personal ID, the business one wants to contract 
with, and the number of points for using content, stores the 
number of points that are consented to in metadata for prior 
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contract, and distributes it to the reception terminals of 
contract users; and 

the transmission-side device causes synchronization when 
distributing content, and stores and distributes information on 
the points required when using content in the metadata for 
storage/playback that is distributed; the reception terminal, 
when using the content, plays back the content and reduces 
the number of necessary points stored in the metadata for 
storage/playback by the number of points distributed by the 
metadata for prior contract; thereby one views content in the 
range of points distributed with the metadata for prior 
contract. 

[Claim 17] In the data distribution service method of 
claim 1 or 3, a data distribution service method that is 
characterized in that 

the transmission-side device generates and manages 
customer information based on information including the 
terminal ID under which a user has purchased a reception 
terminal, the personal ID, the business one wants to contract 
with, and the number of points for using content, stores in the 
metadata for prior contract, as online pay-per-view consent, 
information on the transmission destination at the time of 
billing information transmission, and distributes it to the 
reception terminals of contract users; the transmission-side 
device causes synchronization when distributing content, and 
stores, in the metadata for storage/playback that is 
distributed, information based on generating billing 
information when content is used; and the reception terminal 
to which it is distributed, when using the content, adds 
information including the ID of the using user to the 
information that serves as the basis for generating the billing 
information stored in the metadata for storage/playback, and 
using a terrestrial circuit transmits it to transmission 
destinations designated by the metadata for prior contract. 

[Detailed Description of the Invention] 

[0001] 

[Field of technology to which the invention belongs] This 
invention relates to a data distribution service method in 
which content is provided on the content-providing side and 
is received and used on the using side; in particular, it 
concerns a data distribution service method that has an 
arrangement to protect content and has an arrangement to add 
metadata, which is content-related information, to the content 
and distribute it. 

[0002] 

[Prior art] Heretofore, broadcasting or communication 
using satellite waves or terrestrial waves has generally been 
real-time broadcasting, and in part stored-type 
communication has existed. With stored-type broadcasting or 
communication, it is possible to store the distributed 
programs and information on a large-capacity storage 
medium by storage operations by the user himself. This 
allows the user to watch a program whenever he wants. 

[0003] The usual way to protect the content of a real-time 
broadcast is to encrypt the content. Encryption makes illicit 
viewing and tampering difficult. One content encryption 
method is CAS (Conditional Access System), which is a 
method for restricted reception of BS [broadcast satellite] 
digital broadcasts. With CAS, the content is encrypted by a 
first encryption method, and the first decryption key for 
decrypting the encrypted content is encrypted by a second 
encryption method. Then the encrypted content and the first 



key are distributed to users. A user who can receive the 
content previously holds the second decryption key, which is 
the decryption key for the second encryption method. Thus 
only users who hold the second decryption key can receive 
the first encryption key, and only users who have been able to 
receive the first encryption key are able to receive the 
content. By using CAS in this way, only restricted users are 
able to obtain and watch content, and the users who are able 
to watch can be controlled. In BS digital broadcasting, SI 
(service information) is defined as information concerning 
content. 
[0004] 

[Problems that the invention is to solve] The prior-art 
CAS referred to above is a restricted reception method used 
in real-time broadcasting. With this method, decryption of 
the content takes place simultaneously with reception of the 
content. In doing so, reception control with respect to users is 
possible, but because the content gets decrypted, playback 
control is not possible. And when stored, the content is kept 
in plaintext form, so the content cannot be protected. 

[0005] And in the current standards for satellite digital 
broadcasting, only SI [service information] exists as a means 
for defining information concerning content. This SI is 
content-related information, but because it is information for 
the EPG (electronic program guide), it is not described in 
detail. The broadcasting standards make no provisions for a 
means to define detailed information concerning various 
content, and this makes it impossible to offer finely worked- 
out service based on content-by-content control. Because of 
this, it is impossible to provide content control service using 
detailed information concerning content. And because 
broadcasting as it exists today assumes that content will be 
viewed in real time, information for content storage control 
and copy control is sparse, and is inadequate for use in 
stored-type broadcasting. 

[0006] In view of the above points, the purpose of this 
invention is to provide a data distribution service method that 
adds control information that makes it possible to protect 
stored-type broadcasting and content. 

[0007] 

[Means of solving the problems] The comprehensive data 
distribution system of this invention provides an encryption 
method in which content is received in encrypted form, then 
is stored on a storage medium, and is decrypted for the first 
time upon playback of the content. Also, it appends metadata, 
which is content-related information for each content. 
Described in this metadata are, for example, general 
information such as the title, nature, and internal composition 
of the content, control information concerning storage and 
playback processing, control information concerning billing, 
and information concerning copyright protection, such as the 
content decryption key and other information concerning the 
content encryption method. Viewer viewing control, storage 
control, copy control, and encryption/decryption control are 
carried out based on this information. This makes it possible 
to have content rights protection and user rights protection. 

[0008] According to the first solution means of this 
invention, in a data distribution service method in which 
content is distributed using media such as satellite, terrestrial 
circuits or other communication circuits, or removable media, 
a data distribution service method is provided in which the 
transmission-side device performs encryption of the content 
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after generation of the content, divides the encrypted content 
into blocks, stores each element of the block-divided 
encrypted content in the payload part of the distribution 
stream, assembles them into a distribution data format, and 
distributes the content, and generates and distributes 
metadata in which are stored the method of presentation of 
the content, its conditions of use, and content-related 
information including the encryption key of the content; and 
the reception terminal, if it assembles content, assembles the 
payload part without decryption, and stores the content and 
metadata in still encrypted form, and performs billing control 
and rights protection with respect to the content by making 
judgments concerning use of the content on the reception 
side. 

[0009] According to the second solution means of this 
invention, in a data distribution service method in which 
content is distributed using media such as satellite, terrestrial 
circuits or other communication circuits, or removable media, 
a data distribution service method is provided that includes a 
step in which the reception terminal makes to the 
transmission-side device a contract request that includes the 
terminal ID the user has contracted to a fee-charging 
business, the personal ID, and the channel or program or 
content he wants to contract; a step in which the 
transmission-side device, according to the contract request 
that has been made, generates metadata for prior contract, 
leaves the terminal ID and personal ID unencrypted, 
encrypts, with a terminal key Kmc unique to each reception 
terminal, contract information that includes the fee-charging 
business ID, a business key Kw unique to each business, and 
the contract code, and distributes it to the reception 
terminals; a step in which the reception terminal decides, 
according to the terminal ID and personal ID stored in the 
unencrypted part of the metadata for prior contract, whether it 
is information addressed to the user who is to use the 
terminal, and if it is decided that it is addressed to the using 
user, decrypts the metadata for prior contract by the terminal 
key Kmc that is prestored in the reception terminal, and 
obtains contract information including the business key Kw; 
a step in which the reception terminal, based on the obtained 
contract information, makes a request for content to be 
broadcast by the contract business; a step in which the 
transmission-side device causes synchronization with the 
distribution of the encrypted content, including keeping the 
fee-charging business ID unencrypted, distributes metadata 
for key distribution in which the necessary part, including the 
encryption key Kk of the content that will be needed when 
viewing the content, is encrypted with the business key Kw, 
and metadata for storage/playback in which the necessary 
part, including use restrictions information for the content 
that' includes the content distribution device position, is 
encrypted with the content [encryption] key Kk; and a step in 
which the reception terminal causes synchronization with the 
encrypted content, receives metadata for key distribution that 
is distributed, decides by the fee-charging business ID that is 
stored in the unencrypted part whether it is a broadcast by the 
contract business, and if it is decided that it is metadata for 
key distribution to the content to be broadcast by the 
contracted business, decrypts the encrypted part by the 
business key Kw distributed by the metadata for prior 
contract, decides by the decrypted relevant contract code and 
the contract code distributed by the metadata for prior 



contract whether it is usable content within the user's 
contract form, and if it is usable, stores the content key Kk in 
the reception terminal, decrypts by the content key Kk the 
encrypted part of the metadata for storage/playback received 
at the same time, confirms the use restrictions information 
with respect to the content, and if it can be used by the user, 
receives the encrypted content according to the distribution 
location information of the encrypted content stored in the 
metadata for storage/playback. 
[0010] 

[Embodiments of the invention] 1 . Overview 
(Service overview) This "comprehensive data distribution 
service" is information (data) distribution service in which 
the content that one wants to see can be seen when and where 
one wants to see it; unlike conventional real-time (viewing 
what is being broadcast) digital broadcasting, stored-type 
information distribution is also done, with no limitation to 
the real-time type. Thus a service like Near Video On 
Demand (NVOD) is provided by which the viewer can select 
and watch preferred content from among stored content 
whenever he wants. It also offers content viewing wherever 
the user wants it by directly storing or copying content on 
removable media or on external equipment connected to a 
reception terminal that receives this service. In addition, 
while in conventional digital broadcasting service it is only a 
form of content use contract in a narrow range, such as a 
terminal-by-terminal contract, this service provides a form of 
content use contract in a wide range including contracts in 
units of individual users. 

[001 1] Figure 1 is a block diagram of the reception side 
of the comprehensive data distribution service. As an 
overview of this comprehensive data distribution service, we 
describe stored-type television broadcasting using Figure 1. 
On the reception side, it has an antenna 2, a reception 
terminal 3, and a television 9. "Stored-type television 
broadcasting" means an information distribution service in 
which content 1 (a program) sent from the broadcasting side 
(broadcasting station) like a conventional television 
broadcast is received by the antenna 2 (there are also the 
cases of distribution by cable and distribution by package) 
and receiver 3, and viewing takes place from the moment it is 
distributed on a television 9 or other monitor device; here, in 
addition to the case known as real-time viewing 6, services 
are available such as stored-type viewing 8 (sometimes a 
DVD-RAM or other removable media 5 abounding in 
transportability is used as the storage medium), in which 
content that has once been distributed is viewed after having 
been stored on a storage medium 4 (a hard disk or other 
large-capacity storage medium) as with a conventional video 
deck, and real-time + stored-type viewing 7, in which stored 
content and real-time content that is being distributed are 
combined and viewed. 

[0012] (System overview) Figure 2 is a block diagram of 
the overall system for comprehensive data distribution 
service. As the system by which comprehensive data 
distribution service is carried out, besides infrastructure with 
electromagnetic waves such as satellite broadcasting or 
terrestrial broadcasting, service is possible with infrastructure 
that uses communication lines, such as cable television or the 
Internet, but with this invention, as an example, we describe 
the case in which the infrastructure is digital satellite 
broadcasting using a satellite as in Figure 2. 
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[0013] Using Figure 2, we give an overview of a system 
in which comprehensive data distribution service is provided. 
This comprehensive data distribution service system has a 
transmission side 100, a reception side 200, and a satellite 
[digital] circuit 10, terrestrial circuit 11, physical distribution 
network 12, and portable telephone network 13 that use a 
satellite that is a transmission channel that links the 
transmission side 100 and the reception side 200. The 
reception side 200, as the term is used here, is not necessarily 
just the reception terminal 3 that is installed in the home 201; 
it also assumes public terminals 202 such as vending 
machines, terminals installed at shops 203 such as 
convenience stores, on-board terminals 204 in moving 
vehicles such as automobiles, and portable terminals 205, etc. 
On the transmission side 100, it has a distribution center that 
produces and manages the content 1 and control information, 
etc. and distributes them to the reception side 200, a key 
management center that generates and manages keys to be 
used for content encryption, etc., a customer management 
center that manages reception-side user information, a 
terrestrial circuit management center that manages 
communication using terrestrial circuit 11 and portable 
telephones 206 for collecting requests and viewing histories, 
etc. from reception-side users, and a physical distribution 
management center that distributes (delivers) content to users 
and sales outlets, etc. by DVD and other package media. 

[0014] (Nature of the services) Next we describe the 
services offered in the system of Figure 2. As services in this 
comprehensive data distribution service, there is, for 
example, first, service to the home 300, in which 
comprehensive data with videos, music, electronic 
magazines, games and other images, voice, and data is 
distributed to reception terminals 3 as digital information, 
using mainly a satellite digital circuit 10 as stated above. 
Second, there is service to vending machines/sale outlets 301, 
in which, as with service to the home 300, data is distributed 
to vending machines 202 and sales outlets 203; this handles 
data that is too voluminous to be stored in the home, the 
backup of data that is not stored, and data that can be sold 
only be vending machines and sales outlets; for example an 
electronic magazine that can be bought only at a sales outlet 
is purchased and viewed on a home reception terminal 3. 
Third, there is service to mobile bodies 302, in which content 
from a reception terminal 3 in the home or from a vending 
machine 202 or sales outlet 203 is carried to an external 
device such as an on-board device 204 or a portable terminal 
205 and can be viewed outside the home; for example, map 
data distributed to a reception terminal in the home can be 
carried out to on-board equipment 204 using removable 
media like DVD or memory card ["IC" (integrated circuit) 
card in Japanese] and can be used inside the car, or music 
data can be carried out using a memory card or other 
removable media or a memory card and can be played on a 
portable terminal 205. Fourth, there is package delivery 
service 303, in which content that cannot be distributed by 
satellite circuit 10 is distributed by CD-ROM, DVD-ROM, or 
other package media using a physical distribution network 
12; for example, if one reserves content such as a drama by a 
reception terminal, the content is delivered from the 
transmission side to the home on DVD-ROM, etc. by a home 
delivery service, etc. Fifth, there is service to portable 
telephones 304, in which a portable telephone 206 or other 



external equipment having a communication means is used, 
and by controlling a reception terminal in the home via the 
transmission side, program reservations, etc. are made to a 
home reception terminal from outdoors by, for example, an 
EPG (electronic program guide) on the screen of the portable 
telephone 206. In addition, the services are not limited to 
these; a wide range of services will be possible as the 
communication infrastructure is built up. In this embodiment, 
the explanation has focused on service to the home 300, but 
it can be applied to other services as well. 

[0015] (Rights protection method) This comprehensive 
data distribution service is a service whose purpose is to 
distribute content directly to the home, etc. and 
store/copy/play it with digital data in the home, etc., and 
because this entails problems concerning rights such as 
copyrights involving data tampering and copying and playing 
that goes beyond personal use, it is necessary to protect and 
manage content copyrights and the rights of broadcasting 
businesses and viewers. 

[0016] Figure 3 is an explanatory diagram of the rights 
protection method in a comprehensive data distribution 
service. Using Figure 3, we describe the rights protection 
method in this comprehensive data distribution service. The 
rights protection method in a comprehensive data distribution 
service is a method whereby, on the transmission side, 
metadata 18 in which is stored information including the 
method of presentation of content to viewers defined with 
respect to the content, the conditions of use, and the content 
encryption key is distributed along with the encrypted 
content (encryption content) 17 and other PSI/SI (Program 
Specific Information/Service Information), etc. 19, and on 
the other hand the metadata 18 is interpreted by the rights 
protection function 16 (RMP [Rights Management and 
Protection] function) on the side of the reception terminal 3, 
and control is carried out including reception control of the 
content 17 to the reception terminal 3, storage control with 
respect to storage medium 4 and removable media 5, copy 
control, encryption/decryption control, control of 
presentation to monitor devices such as TV 9, authentication 
control with respect to external equipment 14, and 
authentication/billing control with respect to memory cards 
15 for identifying individuals. 

[0017] Next, we describe the PSI/SI 19, content 17, and 
metadata 18 that is distributed by the transmission side. 
PSI/SI 19 means data for acquiring the needed data from the 
stream during distribution, as with conventional digital 
broadcasting; in this comprehensive data distribution service, 
it is used for acquiring metadata, encrypted content, etc. The 
distinction of the service from conventional digital 
broadcasting is made by the use of a service list descriptor 
stored in the NIT (Network Information Table) in the PSI, 
and a stream identification descriptor stored in the PMT 
(Program Map Table). 

[0018] In this comprehensive data distribution service, 
content 17 is basically stored in still encrypted form in the 
storage medium 4 and removable media 5, etc., in order to 
prevent tampering and illicit use of the data. Also, the content 
17 in the comprehensive data distribution service is 
conceptual; it is not a unit denoting a certain physical 
quantity but can be specified by any unit the transmission 
side intends, and the reception terminal can recognize the 
content by stating the designated physical quantity in the 
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metadata. Content is divided into image content, by moving 
pictures that can be viewed if one specifies a channel as with 
conventional digital broadcasting, and data content, which is 
focused mainly on viewing after it has been recorded. 

[0019] Figure 50 is an example of an explanatory 
diagram of the data that constitutes image and data content. 
In this comprehensive data distribution service, each item of 
a set of data that constitutes content is called an element. 
Thus content is made up of one or more elements. In this 
comprehensive data distribution service, metadata 18 
includes, for example, the content that is given to content that 
is designated in units intended by the broadcaster, which is 
the transmission side, general information used for retrieval, 
etc. of composition, etc., and the method of presentation to 
viewers and conditions of use of content whereby the 
protection of copyright holders and related rights is defined 
on the transmission side. Metadata can control terminals and 
protect rights according to all this information. Accordingly, 
because information to be protected is included, like content, 
in metadata, some of it is distributed encrypted, and when it 
is stored it is stored in still encrypted form. According to the 
distribution timing and its nature, metadata is classified into 
metadata for prior contract, metadata for the EPG [electronic 
program guide], metadata for storage/playback, and metadata 
for key distribution. 

[0020] In metadata for prior contract are stored business 
keys, which are keys unique to each fee-charging business, 
and contract codes, etc. for interpreting on the reception 
terminal side whether all or part of a program broadcast by a 
contracted business can be viewed, etc., and distribution of 
content to an individual user is distributed asynchronously. In 
metadata for the EPG [electronic program guide] information 
is stored on reception terminal side such as confirmation of 
the content to be distributed, and the title, nature, scheduled 
broadcast date, and other information required for making a 
viewing/storing reservation; before distribution of content 
without distinction of users who use a reception terminal, it is 
distributed to all reception terminals; it is mainly for EPG 
[electronic program guide] display on reception terminals and 
for making reservations to schedule viewing/storage. In 
metadata for storage/playback, information is stored for 
receiving and storing content and for carrying out viewing 
contracts with respect to content; it is distributed 
simultaneously with the distribution of content for all 
reception terminals, without distinction of users who use 
reception terminals. In metadata for key distribution, 
information is stored on keys by which content encrypting is 
done; it is distributed simultaneously with the distribution of 
content that is treated the same as metadata for 
storage/playback. In the metadata list are stored information 
for updating the metadata for the EPG [electronic program 
guide] stored by using it together with the PSI/SI, and 
information for acquiring necessary data from the stream 
group during distribution; it is distributed at all times to all 
reception terminals, without distinction of users who use 
reception terminals. In metadata for system key updating is 
stored information for updating the common key for the 
entire system that is previously stored within the terminals; it 
is distributed, unsynchronized with the distribution of the 
content, to all reception terminals, without distinction of 
users who use reception terminals. 



[0021] (Encryption method) Next we describe the 
encryption method for content and metadata in this 
comprehensive data distribution service. The encryption 
method for content and metadata in this comprehensive data 
distribution service is different from the method by which 
encryption is done at the time of distribution in a 
conventional digital broadcast, because encrypted content 
and encrypted metadata are stored without decryption; it is a 
method in which the encryption is done when the content and 
metadata are generated. 

[0022] Figure 4 is an explanatory diagram comparing the 
encryption methods of the comprehensive data distribution 
service and an existing service. Using Figure 4, we compare 
the encryption method in this comprehensive data 
distribution service and the encryption method in 
conventional digital broadcasting. In the conventional 
method, content is generated 20, and before encrypting the 
content that is generated, TSP 21 is formed, which is a data 
form at the time of distribution, so it is split into blocks, a 
part 23 of the divided-into-blocks content is stored in the 
payload part 22 of the TSP, and because thereafter the 
payload part of the TSP is encrypted 24, when the content is 
assembled on the reception terminal side, it is necessary to 
decrypt the payload part. On the other hand, in the case of the 
encryption method in this comprehensive data distribution 
service, the encryption 25 of the content takes place on the 
transmission side after generation 20 of the content, the 
encrypted content is divided into blocks, block 26 of part of 
the encrypted content divided into blocks in the payload part 
22 of the TSP is stored and distributed, so if the content is 
assembled on the reception terminal side, the payload part 
can be assembled without decryption, and content and 
metadata can be stored on the transmission side in still 
encrypted form. 

[0023] (Encryption method for content and metadata) 
Figure 5 is an explanatory diagram of the encryption method 
for content. And Figure 6 is an explanatory diagram of the 
encryption method for metadata. Next, using Figure 5 and 
Figure 6, respectively, we describe the encryption method for 
content and for metadata. In the encryption of content in this 
comprehensive data distribution service, each element that 
constitutes each content is encrypted regardless of which type 
it is, image content 27, or data content 28. For example, if 
image content 27 consists of two elements, MPEG2-Video 
(PES) 29 and MPEG2-AAC (PES) 30, all the data in each 
element is encrypted, generating encrypted elements 31 and 
32. What is used for the encryption key 33 for encryption at 
this time is the common encryption key Kkl within the 
content. In this comprehensive data distribution service, this 
encryption key 33 that is allocated to each content is called 
the content key Kkl. Thus the elements that make up data 
content 28, which is separate from image content 27, are 
encrypted by a different encryption key 34. Similarly, at this 
time a common key Kk2 within the content is used for the 
encryption key 34. The content key Kk is the general term for 
content keys as a whole. 

[0024] Encryption of the metadata in this comprehensive 
data distribution service, unlike encryption of the content, 
does not involve encryption of all the metadata that requires 
encryption; as in Figure 6, only the part 35 that requires 
encryption is extracted and encrypted, producing encrypted 
data 37 to which is added information on the quantity 36, etc. 
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of encrypted data. Also, in this comprehensive data 
distribution service, according to the operation, this 
encrypted data 37 could either be embedded once more into 
the unencrypted metadata 38 and be distributed, or it could 
be distributed as a separate file. Figure 51 is an explanatory 
diagram for the content, the encryption key used when 
encrypting each kind of metadata mentioned above, and 
encryption keys in this comprehensive data distribution 
service. 

[0025] (Restricted reception method) Figure 7 is an 
explanatory diagram of the restricted reception method in a 
comprehensive data distribution service. Next, we refer to 
Figure 7 in explaining the restricted reception method in 
which only users having a contract with the broadcaster are 
allowed to receive/store the content of for-fee broadcasts, etc. 
The restricted reception method in this comprehensive data 
distribution service is different from the method in which it is 
done channel by channel and program by program for each 
terminal according to the method used in conventional digital 
broadcasting; by using metadata, restricted reception in 
content units is made possible for each user that uses a 
terminal. As stated above, a content unit is the unit intended 
by the broadcaster, so the smallest unit is the element unit, 
making possible restricted reception in such fine units as the 
individual scenes that make up a program. In the method in 
this comprehensive data distribution service, restricted 
reception is done by metadata for prior contract and metadata 
for key distribution. 

[0026] First, a user on the reception side 200 makes to a 
fee-charging business on the transmission side 100 a contract 
request 39 including the terminal ID, personal ID, and the 
channel, program, and content, etc. he wishes to contract. On 
the transmission side 100, metadata for prior contract is 
generated according to the contract request made by the user, 
the parts of the contract information, etc. that require 
protection are encrypted with the terminal key Kmc that is 
unique to each terminal, and it is distributed 45 to each user 
on the reception side 200. At the reception terminal on the 
reception side 200, it is decided according to the terminal ID 
and personal ID stored in the unencrypted part of the 
metadata for prior contract 40 whether it is information 
addressed to the user who uses the terminal, and if an ID is 
stored that is addressed to the using user, the metadata for 
prior contract is decrypted by the terminal key Kmc 43 that is 
prestored inside the terminal, and contract information is 
obtained that consists of the fee-charging business ID, the 
business key Kw 44 unique to each business, and the contract 
code, etc. The user who obtains the contract information 
makes a request 46 for the content 17 that is next to be 
broadcast by the contract business. On the transmission side 
100, synchronized with the distribution of the encrypted 
content 17, the encryption key Kk 33 of the content necessary 
when viewing the content is stored, and metadata for key 
distribution 41 whose necessary parts are encrypted with the 
business key Kw 44 is distributed to all the terminals. Also, 
on the transmission side 100, use restrictions information, 
etc. with respect to the content is stored, and metadata for 
storage/playback 42 whose necessary parts are encrypted with 
the content key Kk 33 is distributed to all the terminals. The 
reception terminal receives the metadata for key distribution 
41 that is distributed simultaneously with the content and 
decides according to the fee-charging business ID that is 



stored in the unencrypted part whether it is a broadcast by the 
contract business; if it is decided that it is metadata for key 
distribution 41 with respect to the content to be broadcast by 
the business with which one will contract, then the encrypted 
parts are decrypted according to the business key Kw that 
was distributed by the metadata for prior contract 40, and it is 
decided according to the decrypted relevant contract code 
and the contract code distributed by the metadata for prior 
contract 40 whether it is content that can be used within the 
user's form of contract. Here, if it can be used, the content 
key Kk 33 is stored in the reception terminal, and the 
encrypted parts of the metadata for storage/playback 42 that 
is received at the same time are decrypted with the content 
key Kk 33, the age restrictions and other use restrictions 
information with respect to the content are confirmed, and if 
use by the user is allowed, then the encrypted content 17 can 
be received according to the encrypted content 17 
distribution location information that is stored in the 
metadata for storage/playback 42. With this comprehensive 
data distribution service, restricted reception is made possible 
by the above method. 

[0027] 2. Billing method 

Next, we describe the billing system in this 
comprehensive data distribution service. In this 
comprehensive data distribution service, it is divided broadly 
into two kinds of billing: billing for prior contract, and 
billing for at the time of content viewing. 

[0028] (Billing for prior contract) Figure 8 is an 
explanatory diagram of the method of billing by prior 
contract. First, using Figure 8 we explain billing for prior 
contract. Billing for prior contract is a billing method in 
which billing for a fixed amount can be done regardless of 
whether there is any content viewing by the user, because the 
billing is done based on customer information obtained by 
advance user registration 47 on the transmission side 100. A 
user who has purchased a reception terminal 3 gives the 
transmission side 100, by postcard or telephone, etc., 
information including the terminal ID, personal ID, the 
business he wants to contract with, the form of contract, and 
the term of the contract, as well as information including the 
bank account where payment is to be made 48. On the 
transmission side 100, based on this information, customer 
information is generated and managed, metadata for prior 
contract 40 is generated in which are stored a contract code 
indicating the form of contract and the effective term of the 
contract, etc., it is distributed to the reception terminal 3 of 
the contract user, and billing is done for a periodic content 
use contract by user's designated account, etc. 48. A user 
who has received metadata for prior contract 40 is able to use 
the content of the business contracted within the effective 
term that is stored. The foregoing is the flow of billing for 
prior contract in this comprehensive data distribution service. 

[0029] (Billing for viewing contract) Next we explain 
billing for a viewing contract. In the billing method for a 
viewing contract in this comprehensive data distribution 
service, the billing is divided into billing that assumes an 
uplink on the transmission side from the reception side, such 
as a terrestrial circuit, and billing that does not assume an 
uplink. 

[0030] (Billing method that does not assume an uplink) 
Figure 9 is an explanatory diagram of the method for billing 
for a viewing contract that does not require an uplink. First, 
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we refer to figure 9 in explaining the method of billing that 
does not assume a terrestrial circuit or other uplink. Billing 
that does not assume an uplink is a method in which a fixed- 
point use for example is paid in advance in the same way as 
in the case of a prior contract. But if the fixed point is 
exceeded, additional points can be contracted on each such 
occasion. As a specific means, as with billing for a prior 
contract, when a user who purchases a reception terminal 
gives notice to the transmitting side 100 of his terminal ID, 
personal ID, the business he wants to contract with, the form 
of the contract, and the bank account where payment is to be 
made 48, etc., he makes not a contract for a fixed term but a 
contract by giving notice of the number of points 49 for using 
content. On the transmission side 100, customer information 
is generated and managed based on this information, the 
number of points consented to is stored in the metadata for 
prior contract 40 instead of information concerning the 
effective term of the contract, and it is distributed to the 
contract user's reception terminal 3. Also on the transmitting 
side 100, when distributing content 17, information on the 
number of points needed when using the content is stored in 
metadata for storage/playback 42 that is distributed in 
synchronization, and is distributed. At the reception terminal 
3, when using content, the required number of points that is 
stored in the metadata for storage/playback 42 is deducted 
from the number of points distributed according to the 
metadata for prior contract 40, and the content is played 
back, so content can be viewed in the range of the number of 
points distributed by the metadata for prior contract 40. On 
the transmission side 100, billing can be done in accordance 
with the content watched by the user, because billing can be 
done from a previously reported designated account, etc. 48 
in accordance with the number of points permitted to the 
user. The number of points distributed according to the 
metadata for prior contract 40 is basically stored on a 
memory card, but in the case of points, etc. for a user group 
that uses reception terminals, it is also possible to store it in 
the reception terminals. 

[0031] (Billing method that assumes an uplink) Next we 
describe the billing method that assumes that a terrestrial 
circuit 1 1 or other uplink is connected to the reception 
terminal 3. As expansions of the billing method with respect 
to the point of the previous paragraph in this comprehensive 
data distribution service, there exist a method in which 
asking for and adding points, etc. is possible by a terrestrial 
circuit 11, etc. connected to the reception terminal 3, and a 
method in which the billing information 50 when content is 
actually used on the reception terminal side is sent to the 
transmission side 100 over a terrestrial circuit 11, etc., and 
the billing is done based on this information. 

[0032] Figure 10 is an explanatory diagram of an online 
billing method that employs an uplink. Here we refer to 
Figure 10 in describing the latter method according to the 
billing information 50. As a specific means for sending 
online billing information 50 to the transmission side 100 
and doing the billing, similarly to the billing method 
described above, when a user who purchases a reception 
terminal 3 notifies the transmission side 100 of his terminal 
ID, personal ID, the business he wants to contract with, the 
form of the contract, and the account where payment is to be 
made 48, etc., rather than a contract for a fixed period and a 
fixed number of points, a contract is made for sending billing 



information 50 for the viewing of content online. In this 
comprehensive data distribution service, this contract is 
called an online PPV [pay per view] consent contract. On the 
transmission side 100, based on this information, customer 
information is generated and managed, and transmission 
destination information, etc. at the time of transmission of the 
billing information is stored in the metadata for prior contract 
40 and is distributed to the contract user's reception terminal 
3 as online PPV consent, rather than as information on the 
effective term of the contract, the number of points consented 
to, etc. Also, on the transmission side 100, information based 
on generating fee and other billing information 50 at the time 
of use that will be necessary when using the content is stored 
in the metadata for storage/playback 42 that is distributed in 
synchronization with when content 1 7 is distributed, and it is 
distributed. At the reception terminal, when the content is to 
be used, the using user's ID and other information is added to 
the information that is the basis for generating the billing 
information 50 that is stored in the metadata for 
storage/playback 40 [sic], and transmission takes place over 
terrestrial circuits to the transmission destinations designated 
by the metadata for prior contract 40. In this way, it is 
possible on the transmission side 100 to charge the fee within 
the billing information 50 transmitted by contract user's 
reception terminal 3 in accordance with the user's quantity of 
content viewing by the previously registered designated 
account, etc. 48. 

[0033] 3. Service flow 

Figure 11 is an explanatory diagram of flow of service in 
a comprehensive data distribution service. Next, we refer to 
Figure 11 in explaining the flow of service in this 
comprehensive data distribution service. This comprehensive 
data distribution service includes, for example, prior contract 
flow 105 at the time of user registration by a telephone or the 
postcard that is attached when the reception terminal 3 is 
purchased, content generation 102 on the transmission side 
100, transmission-side flow 101 from metadata generation 
103 to distribution 104, and reception-side flow 331 
including content reception, playback, etc. 

[0034] (Prior contract flow) Figure 12 is an explanatory 
diagram of the service flow in the prior contract. In the 
following we refer to Figure 12 in explaining the service flow 
in the prior contract. The prior contract flow 105 in a 
comprehensive data distribution service is for the purpose of 
doing customer information management 107 of service 
reception users 106 on the transmission side 100. In a 
comprehensive data distribution service, it is a service mainly 
for for-fee stored-type content, so a user needs a memory 
card 15 to make a content viewing contract, and the means by 
which a user acquires the memory card 15 is a prior contract. 
As explained above under restricted reception method and 
billing method, with a telephone call, etc. or the postcard that 
is attached at the time of purchase of a terminal, a user 106 
on the reception side 200 registers on the transmission side 
100, together with the name and address of the user 106, 
personal information concerning the user as an individual, 
including the bank account, etc. where payments are to be 
settled at the time of viewing a for-fee broadcast, etc., the for- 
fee services that he wants to watch, and the form of the 
contract, etc., along with the terminal ID or other information 
by which to identify the reception terminal. On the 
transmission side 100, a personal ID is assigned to the user 
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based on information including user-registered personal 
information, contract information, and the terminal ID and 
other information for identifying the reception terminal 3, 
and customer information is generated and managed 107. 
Also, on the transmission side 100, the personal ID and other 
information that is assigned based on this customer 
information is stored on a memory card 15, which is passed 
out to the user 106, and metadata for prior contract 40 in 
which is stored the contract code and other information 
indicating the key and mode of contract of the business with 
which the user 106 who has the memory card has made a 
contract is distributed to the reception terminal 3 and to the 
memory card 15 that has been passed out. At this point, the 
user 106 can avail himself of the contracted content, and 
management of the customer information of the contract user 
can be done on the transmission side 100. 

[0035] (Transmission-side flow) Figure 13 is an 
explanatory diagram of the service flow on the transmission 
side. In the following, we refer to Figure 13 in describing the 
service flow on the transmission side. The flow of service on 
the transmission side in a comprehensive data distribution 
service includes, for example, content generation 102, 
program scheduling 208, content encryption 209, distribution 
formatting 212, PSI/SI generation 210, metadata generation 
103, metadata encryption 21 1, and distribution 104. 

[0036] Content generation 102 refers to generating 
content 1 from video/audio/data elements. Program 
scheduling 208 means producing broadcast programs by 
putting together one or multiple items of generated content. 
Content encryption 209 means generating encrypted content 
17 by encrypting by the content key Kk, which is the key for 
each content, the elements that are included in the various 
content that is made into a program. Distribution formatting 
212 means converting encrypted content 17 and encrypted 
metadata according to the types of the elements into TSP, 
which is the data format at the time of distribution. PSI/SI 
generation 210 means generating a PSI/SI table 19 based on 
program operation information, etc. generated by doing 
program scheduling 208. Metadata generation 103 means 
generating various metadata including a metadata list 250, 
metadata for EPG 251, metadata for storage/playback 252, 
and metadata for key distribution 253, according to the 
content at the time of content generation 102 and program 
scheduling 208, information on a program's title, nature, 
composition, and use restrictions, the encryption method in 
content encryption 209, information on encryption keys, etc., 
and information on distribution positions, etc. along the 
transmission channel when distribution formatting 212 is 
done. Metadata encryption 211 means generating metadata 
for encrypted EPG 254, metadata for encrypted 
storage/playback 255, and metadata for encrypted key 
distribution 256, by doing encryption on the parts that require 
protection in the various metadata generated by metadata 
generation 103. Distribution [sic; no 'formatting'] 212 means 
multiplexing and distributing to the reception side the PSI/SI, 
various metadata, and encrypted content. 

[0037] (Reception-side flow) Figure 14 is an explanatory 
diagram of the service flow on the reception side. Service 
flow on the reception side in a comprehensive data 
distribution service includes reservations 332, content 
reception/storage 333, viewing contract 334, and playback 
335. Reservations 332 means making reservations for desired 



content using metadata for EPG 254 distributed by the 
transmitting side 100. Content reception/storage 333 means 
receiving metadata for storage/playback 255, metadata for 
key distribution 256, and encrypted content 17 at the time of 
content distribution based on reserved information, and 
storing metadata 4 storage/playback 255 and the encrypted 
content 17. Viewing contract 334 means making a viewing 
contract for content based on stored use restrictions 
information of metadata for storage/playback, personal 
information on the memory card 15, and contract 
information, etc. Playback 335 means deciding based on the 
information for making a viewing contract whether playback 
of the content is allowed, etc., decoding the encoded content 
1 7, then playing back the content. 
[0038] 4. Transmission-side system 
Next we describe the transmission-side system for 
realizing these service flows. 

Composition of the transmission-side system 
Figure 15 is a block diagram of the composition of the 
transmission-side system as a whole. Referring to Figure 15, 
we describe the overall composition of the transmission-side 
system in a comprehensive data distribution service. The 
transmission-side system, as stated above, has a distribution 
center 220 that generates, encrypts, and distributes content 
and metadata, a key management center 240 that generates 
and manages keys and IDs to be used in the comprehensive 
data distribution service system, a customer management 
center 260 that generates and manages users' personal 
information and contract information and other customer 
information based on users' registered information, a 
terrestrial circuit management center 214 that manages 
connections by a terrestrial circuit 11 at the time of 
bidirectional communication service use such as requests and 
viewing history information/billing information from the 
user, and a physical distribution management center 213 that 
manages physical distribution of merchandise, etc. to users 
and sales outlets using distribution or a physical distribution 
network 12. We describe in detail the distribution center 220, 
key management center 240, and customer management 
center 260, which are particularly important in realizing the 
comprehensive data distribution service in this invention. 
[0039] (1) Composition of the distribution center 
Figure 16 is a block diagram of the composition inside the 
distribution center. Referring to Figure 16, we describe the 
composition inside the distribution center 220. The 
distribution center 220 has an authoring system 221 that 
produces content; a program composition management 
system 222 that puts together programs from content 
produced by the authoring system 221; a metadata generation 
device 223 that generates various metadata based on the 
information of the titles and composition of content and 
programs generated by the authoring system 221 and the 
program composition management system 222 when content 
is generated and when programs are put together; a PSI/SI 
generation device 224 that generates PSI/SI based on the 
operation schedule, etc. generated by the program 
composition management system 222; a content encryption 
device 225 that encrypts the elements within the content from 
which programs are put together by the program composition 
management system 222; a metadata encryption device 226 
that encrypts the metadata generated by the metadata 
generation device 223; and a transmission system 227 that 
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multiplexes the data input by the PSI/SI device 224, the 
content encryption device 225, and the metadata encryption 
device 226, etc. and converts it to a format that can be 
distributed. In the following we describe the composition of 
each of these. 

[0040] (Authoring system) Figure 17 is a block diagram 
of the composition inside the authoring system. Referring to 
Figure 17, we describe the authoring system 221, which 
generates content. The authoring system 221 is a system that 
handles the generation and management of content 1; it 
passes on to the program composition management system 
222 a related file 233 in which is stored completed content 
and information on the title, nature, and composition, etc. 
concerning the content that is generated when the content is 
generated. As to the composition of the authoring system 
221, it has an image authoring tool 228 that produces and 
edits elements of images, sound, and data; an audio authoring 
tool 229; a data authoring tool 230; a content composition 
device 231 that composes content 1 from the elements output 
by the authoring tools and generates a related file 233; and a 
content management server 232 for storing and managing the 
content and related file 233 that are generated by the content 
composition device. 

[0041] The authoring tools of the image authoring tool 
228, audio authoring tool 229, and data authoring tool 230 
have functions including video capture and scanning 
functions to digitize VHS videos, Laser Disks (registered 
trademark), and photographs and other analog material input 
234, the function of converting DAT, CD, DVD, and other 
digital material input 234 to a format that can be displayed by 
the reception terminal on the reception side, the function of 
editing digital materials, and the function of digital output of 
elements produced and edited for the content composition 
device 231. The content composition device 231 composes 
content 1 from one or multiple elements output by the 
authoring tools, and at the same time has the function of 
storing in the content management server 232 a related file 
233 it generates by inputting the title of the content, the 
content ID, the nature of the content, its genre, use 
restrictions information such as copying restrictions, the 
intended age group, and copyrights, and information such as 
the data form and capacity, etc. of the constituent elements. 
The content management server 232 notifies the program 
composition management system 222 of completion of the 
content, and if there is a request from the program 
composition management system 222 to transfer the content 
and related file 233, it has the function of passing the 
requested content 1 and related file 233 to the program 
composition management system 222. But the content 
management server 232 also has the function of forcibly 
passing the content 1 and related file 233 to the program 
composition management system even if there is no transfer 
request from the program composition management system 
222. 

[0042] (Program composition management system) 
Figure 18 is a block diagram of the composition inside the 
program composition management system. Referring to 
Figure 18, next we describe the program composition 
management system 222. The program composition 
management system 222 is a system that composes programs 
from content generated by the authoring system 221 , and puts 
together programs by generating and managing the operation 



schedule, etc. for the programs it composes. The program 
composition management system 222 has a program 
composition device 235 that composes content from content 
1 input from the content management server 232 within the 
authoring system 221; a program operation schedule 
generation device 236 that generates and allocates an 
operation schedule 238 to the programs that are composed; 
and a program management server 237 that stores and 
manages a set of content organized into a program, a set of 
related files corresponding thereto, and the operation 
schedule. Also, the files in which information is assembled 
that relates to content in the generation of content in Figures 
17 and 18 are referred to generically as content-related 
information, and a file in which this is stored is a related file 
233. 

[0043] The program composition device 235 composes 
programs from one or multiple content 1 and a related file 
233 by the content management server 232, and it has the 
function of adding to the related file 233, which is input by 
the content management server 232, information with respect 
to the set of content as a program and with respect to the 
program, as well as information such as for example the 
program title, the program ID, the nature of the program, its 
genre, the ID of the business that will broadcast it, 
information concerning the contract, information concerning 
billing, and information on the composition of the content 
within the program. The program operation schedule 
generation device 236 allocates to the program that is stored 
in the program management server 237 information 
concerning the date and time of the broadcast and the 
channel, etc., generates the operation schedule 238, and 
stores it in the program management server 237. The program 
management server 237 has the function of storing and 
managing the content 1, related file set 233, and operation 
schedule 238, etc. that are input by the program composition 
device 235 and the program operation schedule generation 
device 236, and, based on the information of the operation 
schedule 238, inputting the operation schedule 238 and the 
related file set 233 into the metadata generation device 223 
and the PSI/SI generation device 224, and inputting into the 
content encryption device 225 the content set and content ID 
set that corresponds to the program information that is input 
into the metadata generation device 223 and the PSI/SI 
generation device 224. 

[0044] (PSI/SI generation device) Figure 19 is an 
explanatory diagram of the PSI/SI generation device. 
Referring to Figure 19, we describe the PSI/SI generation 
device 224. The PSI/SI generation device 224 has the 
function of generating the PSI/SI tables in conformity with 
the MPEG2-System according to the operation schedule 238 
and related file set 233 that are input by the program 
management server 237 inside the program composition 
management system 222, and inputting the PSI/SI tables, 
converted to TSP, into the transmission system 227 based on 
the operation schedule information. 

[0045] (Metadata generation device) Figure 20 is an 
explanatory diagram of the metadata generation device. 
Referring to Figure 20, next we describe the metadata 
generation device 223. The metadata generation device 223 
has the function of generating the metadata list 250, the 
metadata for EPG 251, the metadata for key distribution 253, 
and the metadata for storage/playback 252 based on the 
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related file set and operation schedule input by the program 
management server 237 in the program composition 
management system 222, the content key Kk obtained by 
passing the ID of the content to the key management center 
240, and the distribution position information, etc. in the 
transmission channel of the content, etc. input by the 
transmission system 227; outputting the metadata list to the 
transmission system 227; and outputting the other metadata 
to the metadata encryption device 226. The distribution 
position information in the transmission channel of the 
content, etc. that is input by the transmission system is 
sometimes taken to be unnecessary if the designation, etc. of 
a module is possible where it is the distribution position. 

[0046] (Content encryption device) Figure 21 is an 
explanatory diagram of the content encryption device. 
Referring to Figure 21, we describe the content encryption 
device 225 in this system. The content encryption device 225 
has the function of notifying the key management center 240 
of the ID (content ID) input by the program management 
server 237 based on the content set and ID (content ID) set 
input by the program management server 237 in the program 
composition management system 222, receiving the relevant 
content key Kk, encrypting the corresponding elements in the 
content by the content key Kk as in the content encryption 
method referred to above, and outputting the encrypted 
content that is generated to the transmission system 227. 

[0047] (Metadata encryption device) Figure 22 is an 
explanatory diagram of the metadata encryption device. 
Referring to Figure 22, next we describe the metadata 
encryption device 226. The metadata encryption device 226 
has the function of encrypting the metadata for EPG 251 
input by the metadata generation device 223, the metadata for 
storage/playback 252, the metadata for key distribution 253, 
and the metadata for prior contract 259 input by the customer 
management center 260 according to the encryption key 
information input from within the key management center 
240, and outputting the generated encryption metadata to the 
transmission system 227. 

[0048] In the following, we describe the encryption 
method for each kind of metadata. With regard to the 
metadata for EPG 251, encryption is done on the necessary 
parts by a system key Ksy 264 that is common to all 
reception terminals and is obtained by passing to the key 
management center 240 the system ID that is stored in the 
metadata for EPG 251. With regard to the metadata for 
storage/playback 252, encryption is applied to the necessary 
parts by a content key Kk 33 that is unique to the content and 
is obtained by passing to the key management center 240 the 
content ID that is stored in the metadata for storage/playback 
252. With regard to the metadata for key distribution 253, the 
ID stored in the metadata is encrypted as follows. That is, if it 
is metadata for key distribution 257 with respect to free 
content, encryption is done on the necessary parts by a 
system key Ksy 264 that is obtained by passing the system ID 
to the key management center 240. And if it is metadata for 
key distribution 258 with respect to for-fee content, the 
business ID is encrypted with respect to the respective 
necessary parts by the business key Kw 44. With regard to 
metadata for prior contract 259, the necessary parts are 
encrypted by a terminal key Kmc 43 obtained by passing to 
the key management center 240 the terminal ID that is stored 
in the metadata for prior contract 259. 



[0049] The result is that the generated encrypted 
metadata for EPG 254, encrypted metadata for 
storage/playback 255, encrypted metadata for key distribution 
(free) 261, encrypted metadata for key distribution (for fee) 
262, and encrypted metadata for prior contract 263 are output 
to the transmission system 227. 

[0050] (Transmission system) Figure 23 is a block 
diagram of the composition inside the transmission system. In 
the following, referring to Figure 23, we describe 
transmission system 227 in a comprehensive data distribution 
service. The transmission system 227 is a system that takes 
the PSI/SI, encrypted content, metadata, and other data input 
from the PSI/SI generation device 224, content encryption 
device 225, metadata encryption device 226, and metadata 
generation device 223, and assembles it into data that can be 
distributed to a reception terminal 3. The transmission system 
227 has a carrousel generation device 239, a packetizer 241, 
a multiplexer (MUX) 242, and entrusted broadcasting 
equipment 243. The carrousel generation device 239 has the 
function of modularizing the various data for generating a 
data carrousel in the MPEG2-system according to the data 
encrypted content input by the content encryption device 
225, the various encrypted metadata input by the metadata 
encryption device, and the metadata list input by the metadata 
generation device, then converting it to DII and DDB, and 
outputting it to the packetizer 241. The packetizer 241 has 
the function of taking the MPEG2-Video PES, MPEG2- 
Audio PES, and other image encrypted content input by the 
content encryption device and the DII, DDB, and other data 
input by the carrousel generation device, splitting it into 
TSP-format data, and outputting it to a multiplexer (MUX) 
242. The multiplexer (MUX) 242 has the function of 
applying multiplexing to the TSP input by the PSI/SI 
generation device 224 and the packetizer 241 under 
transmission rate and other conditions, generating TS, and 
outputting it to the entrusted broadcasting equipment 243. 
The entrusted broadcasting equipment 243 has the function 
of further multiplexing the multiple TS input by the 
multiplexer (MUX) 242, making it into a data form that can 
be distributed to a reception terminal 3, and distributing it by 
a transmission antenna. The foregoing is the composition 
inside the distribution center 220 in this comprehensive data 
distribution service, and the function and data generation 
flow of the constituent devices. 

[005 1] (2) Key management center composition 

Figure 24 is a block diagram of the composition inside the 
key management center. Referring to Figure 24, next we 
describe the key management center 240. The key 
management center 240 is a system that generates encryption 
keys for each ID registered by the distribution center 220 and 
the customer management center 260 and receives encryption 
keys passed in answer to requests for encryption keys from 
the various centers. The key management center 240 has a 
key generation device 244 and a key management server 245. 

[0052] (Key generation device) Figure 25 is an 
explanatory diagram of the key generation device. Referring 
to Figure 25, next we describe the key generation device 244 
in the key management center 240. The key generation device 
244 has the function of generating, by the multiple content 
IDs 246 input by the metadata generation device 223 in the 
distribution center 220, content keys Kk 33 that are content 
encryption keys that correspond to the respective IDs, and 
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outputting the generated content keys Kk 33, together with 
the content ID 246, to the key management server 245. Also, 
the system key Ksy 264, the business key Kw 44, the terminal 
key Kmc 43, and the personal key Km 265 are generated by 
directly designating the system ID 247, the business ID 248, 
the terminal ID 249, and the personal ID 270, which are IDs 
for encryption keys within the key generation device 244, and 
are output, together with the IDs, to the key management 
server 245.. 

[0053] (Key management server) Figure 26 is an 
explanatory diagram of the key management server. Referring 
to Figure 26, next we describe the key management server 
245. The key management server 245 has the function of 
managing the keys and IDs generated by the key generation 
device 244 and passing along encryption keys in response to 
requests for encryption keys by the content encryption device 
225 in the distribution center 220, the metadata encryption 
device 226, the metadata generation device 223, and the 
customer information management server 267 in the 
customer management center 260. For example, if a content 
ID is passed along as a request for an encryption key by the 
content encryption device 225 in the distribution center 220, 
its function is to pass along a content key Kk that is an 
encryption key that corresponds to the content ID. 

[0054] (3) Customer management center composition 
Figure 27 is a block diagram of the composition inside the 
customer management center. Referring to Figure 27, next we 
describe the customer management center in this 
comprehensive data distribution service system. The 
customer management center 260 is a system that generates 
customer information based on the user registration 
information from the user 106, generates a memory card and 
metadata for prior contract according the encryption key and 
other information transferred by the key management center 
240, distributes memory cards to users 106, and transfers 
metadata for prior contract to the distribution center 220. The 
customer management center 200 has a customer generation 
system 266 and a customer information management system 
271. 

[0055] (Customer information generation system) Figure 
28 is a block diagram of the composition inside the customer 
information generation system. Referring to Figure 28, we 
describe the customer information generation system 266 in 
the customer management center 260. The customer 
information generation system 266 is a system that generates 
customer information according to prior contract and other 
information resulting from the user 106 doing user 
registration of the prior contract, etc. by the attached postcard 
or a telephone call at the time of purchase of the terminal, 
and outputs it to the customer information management 
system 271; it has a user interface 268 and a customer 
information generation device 269. The user interface 268 
has the function of receiving user registration information 
from the user by postcard or telephone, etc. and putting the 
registered information into electronic form. The customer 
information generation device 269 has the function of 
editing, through user interface 268, the user registration 
information into customer information in a data form that can 
be recognized by the customer information management 
system 271, and outputting it to the customer information 
management system 271 . 



[0056] (Customer information management system) 
Figure 29 is a block diagram of the composition inside the 
customer information management system. The customer 
information management system 271 is a system that, based 
on customer information input by the customer information 
generation system 266, makes a request to the key 
management server 245 in the key management center for the 
personal ID 270 and personal key 265, etc., uses the personal 
ID 270 and personal key 265, etc. that it receives, and 
generates metadata for prior contract 40, a memory card 15, 
etc. The customer information management system 271 has a 
customer information management server 267, a memory 
card generation device 272, and a metadata for prior contract 
generation device 273. 

[0057] The customer information management server 267 
manages the customer information generated by the customer 
information generation system 266, generates user 
information 150 for receiving from the key management 
server 245 information including the personal key Km 265 
and the business key Kw by which the user makes a contract. 
The user information 150 indicates, for the reception-side 
reception terminal to which a given terminal ID has been 
assigned, how many users use it, and with which broadcasters 
the users who use the terminal will make a contract. 
According to this user information 150, the key management 
server 245 can secure as many personal IDs 270/personal 
keys Km 265 to manage as there are users stored in the user 
information, and likewise can pass on to the customer 
information management server 267 terminal keys Kmc 43 
that correspond to the terminal IDs 249 stored in the user 
information and business keys Kw that correspond to the 
business IDs with which users will make a contract. By 
adding to the customer information the personal ID 270, 
personal key Km 265, terminal ID 249, terminal key Kmc 43, 
business ID, and business key Kw that it receives, the 
customer information management server 267 will be able to 
ascertain such information as the terminal used by a user, 
personal information on the user himself, and contract 
information, and will be able to perform customer 
management. The memory card generation device 272, based 
on the customer information in the customer information 
management server 267, stores the personal ID 270, personal 
key Kmc 265, terminal ID 249, and users' personal contract 
information, including their names, telephone numbers, and 
dates of birth, in the prescribed area in an empty memory 
card, and distributes them to users 106. Like the memory card 
generation device 272, the metadata for prior contract 
generation device 273 generates, and passes on to the 
metadata encryption device 226 inside the distribution center, 
metadata for prior contract in which are stored, according to 
the customer information in the customer information 
management server 267, the IDs of businesses with which 
users will contract, business keys Kw, contract codes 
indicating the form of contract, personal IDs 270 assigned to 
users, and the IDs 249 of the reception terminals used by 
users. The foregoing is the composition of the transmission- 
side system and the data flow between devices. 

[0058] (Information generated and distributed on the 
transmission side) Next we describe the various metadata 
that is generated on the transmission side and is distributed to 
reception terminals. The method for describing the metadata 
in this comprehensive data distribution service can be the 
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description in XML or other text form discussed above in 
Figure 6, or a description in binary form such as PSI/SI. But 
for parts that require encryption, the description is made in 
binary form in particular, for sake of improvement in 
interpreting and processing the description within a reception 
terminal, but if a reception terminal has high processing 
performance, it can also operate by descriptions in text form, 
in the same as with the unencrypted parts. We describe the 
meaning and composition of the various types of metadata. 

[0059] (Metadata for prior contract) Figure 30 is an 
explanatory diagram of the metadata for prior contract and 
the information that is stored in it. First, referring to Figure 
30, we describe the metadata for prior contract. The metadata 
for prior contract 263 is data that includes, as stated above, 
the business key Kw of a fee-charging business and the 
contract code and other information concerning the form of 
contract, and it is used for making decisions, primarily when 
restricted reception is done; it is metadata that is distributed 
when a terminal is purchased, when a contract is updated, 
when a business key Kw is updated, etc. It includes user 
identification information 275, whereby the reception 
terminal of a terminal ID, personal ID, etc. identifies whether 
it is data sent to the user who uses the terminal; encryption 
information 276 concerning encryption involving metadata 
such as the metadata's encryption method, encrypted parts, 
and ID (terminal ID) indicating the encryption key; password 
and other personal information 277 of the user himself; and 
contract information 278 including the ID of the contract 
business with which the user has a contract, the business key 
Kw, the effective term of the contract, the contract code, and 
the contract points. Falling under the encrypted parts are the 
personal information 277, in which is stored information 
such as where payments are made by each user, and the 
contract information 278, in which is stored information such 
as the business key Kw; encryption is done on the 
transmission side with the key Kmc 43 that is unique to the 
terminal used by the user, and this information is distributed 
to the reception terminal. For encryption keys that use 
encryption, depending on the operation, one can also use a 
personal key Km. Also, depending on the operation, apart 
from the above information, one can also store metadata 
attribute information, which is discussed below, in the 
metadata for prior contract. 

[0060] (Metadata for EPG) Figure 31 is an explanatory 
diagram of the composition of the metadata for EPG and the 
information that is stored in it. Referring to Figure 31, next 
we describe the metadata for EPG 254. The metadata for 
EPG 254, which is mainly metadata to allow the user to 
check the content to be distributed and make reservations for 
viewing/storing the content to be distributed, includes 
metadata attribute information 279, including the metadata 
ID, metadata type, metadata size, etc. for recognizing 
different metadata in which the distribution time of the 
metadata for EPG overlaps with the distribution time of 
metadata for storage/playback and metadata for key 
distribution; encryption information 276 concerning the 
encrypted parts of metadata in the same way as metadata for 
prior contract; program information 280 concerning 
programs, including the program ID, the scheduled broadcast 
date and time, the nature of the program, the genre, the 
composition of the content, and the size of the program; 
content information 281 on the content ID, the nature of the 



content, and the composition of its elements, etc.; and use 
restrictions information 282, including the users who use the 
content, and information on the restrictions on the content 
itself, such as age restrictions, copying restrictions, and 
storage restrictions. With regard to the encrypted parts, 
copying restrictions and other use restrictions information 
282 applies, and because the metadata of all users is 
available, it is encrypted and distributed on the transmission 
side according to the system key Ksy 264 that is common to 
all reception terminals. With regard to the content 
information 281, it can be distributed without storage, 
according to the EPG operation level in the comprehensive 
data distribution service. Similarly with regard to the use 
restrictions information, sometimes operations are carried out 
without storage, and the metadata for EPG can be distributed 
without encryption. 

[0061] (Metadata for storage/playback) Figure 32 is an 
explanatory diagram of the composition of the metadata for 
storage/playback and the information that is stored in it. 
Referring to Figure 32, next we describe the metadata for 
storage/playback 255. The metadata for storage/playback 255 
is metadata that includes information needed for receiving 
content, storing it, and playing it back; besides being used 
when retrieving stored content, it is used for controlling how 
the user's content is used. The metadata for storage/playback 
includes metadata attribute information 279 for identifying 
the metadata itself, as with metadata for EPG; encryption 
information 276 ; program information 280; content 
information 281; use restrictions information 282; contract 
information 284, including the encryption method of the 
content shown by the metadata for storage/playback, 
encryption key ID and other content encryption information, 
and information for viewing content, as well as the form of 
the contract and usable time periods according to the 
contract; and billing information 285 including billing fees 
under the contract, the billing timing, etc. The encrypted 
parts include the use restrictions information 282, the content 
encryption information 283, in which the content encryption 
method, the encryption key ID, and other information is 
included, the contract information 284, in which use 
restrictions time periods and other information is included, 
and the billing information 285, in which the fees and timing 
for billing are included; the key by which the content is 
encrypted is encrypted by the same content key Kk 33 on the 
transmission side and is distributed. And with regard to the 
content information 281 in the metadata for storage/playback, 
the content distribution position and other information is 
added to the content information that is stored in the 
metadata for EPG. 

[0062] (Metadata for key distribution) Figure 33 is an 
explanatory diagram of the composition of the metadata for 
key distribution and the information that is stored in it. 
Referring to Figure 33, next we describe the metadata for key 
distribution 256. The metadata for key distribution 256 is 
metadata for distributing information concerning content 
encryption keys; if the content is a for-fee broadcast, 
information is included for carrying out restricted reception 
that can be received only by users who have made a contract 
with the broadcasting business. The metadata for key 
distribution 256 includes metadata attribute information 279 
for distinguishing it from other metadata; encryption 
information 276 concerning the encryption of the metadata 
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itself; and content key information 286 with the content ID, 
the content encryption key Kk, and other information. The 
content key Kk and other content key information concerning 
the encrypted parts is encrypted and distributed on the 
transmission side. With regard to the encryption key, the 
metadata for key distribution 256 is metadata with respect to 
for-fee content; if restricted reception is done that can be 
received only by users who have contracted with the 
business, then the business key Kw 44 that is unique to each 
business is used, and in the case of metadata for free content 
that can be viewed even by users other information 
contracting parties, then the system key Ksy 264 that is 
common to all reception terminals is used. Also, the business 
ID, the relevant contract code, and other information for 
realizing restricted reception is stored in the content key 
information, is encrypted, and is distributed. 

[0063] (Metadata list) Figure 34 is an explanatory 
diagram of the composition of the metadata list and the 
information that is stored in it. Referring to Figure 34, next 
we describe the metadata list 250. The metadata list is 
metadata for acquiring the distribution position, within the 
distribution stream, of the metadata for EPG, the metadata for 
storage/playback, etc.; it holds information that supplements 
the PSI [program-specific information] and includes 
information for difference metadata storage if metadata for 
EPG in the distribution stream is updated with respect to 
metadata for EPG that is stored in the reception terminal. The 
metadata list 250 includes metadata list attribute information 
287, such as the version, for recognizing the updating of 
information on the reception terminal side; the ID of the 
metadata corresponding to the content ID; the metadata type 
for distinguishing metadata for EPG and metadata for 
storage/playback; the version of the metadata for recognizing 
the updating of the metadata for EPG, and position 
information in the distribution stream and other list 
information 288. The metadata list itself, being information 
for acquiring metadata from the distribution stream, has no 
particular need for protection, and is distributed without 
being encrypted. As the method for acquisition of the 
metadata stream, operation is adopted in which acquisition is 
done by designating the distribution stream within the PMT 
in the PSI table. 

[0064] (Metadata for system key updating) Figure 35 is 
an explanatory diagram of the composition of the metadata 
for system key updating and the information that is stored in 
it. Referring to Figure 35, next we describe the metadata for 
system key updating. The metadata for system key updating 
289 is metadata for updating to system key Ksy3 the system 
key Ksy that is the common key for all reception terminals 
that is stored in the reception terminal. The metadata for 
system key updating 289 includes metadata attribute 
information 279 for distinguishing it from other metadata, 
encryption information 276 concerning encryption of the 
metadata itself, and system key information 290, in which is 
included such information as the system ID corresponding to 
the system key to be updated, the system ID after updating, 
the system key, and the update timing. 

[0065] Qualifying as an encrypted part is the system key 
information 290, in which is included information on the 
system key after updating and the timing of the change, and 
the encryption key that is used is the system key Ksy2 that is 
previously registered in the reception terminal as the spare 



system key. The system key Ksy is a generic term for system 
keys in general, and normally one is in effect. But a spare 
system key Ksy2 is used when damage such as hacking 
occurs. Thus normally two system keys Ksyl and Ksy2 are 
built into the receiver. To specifically describe the updating 
process for a system key Ksy, we discuss the two system keys 
Keyl and Key2 that constitute the inside of the actual 
receiver of the system key Key. Keyl and Key2 are built into 
the interior of the receiver, and when these keys are updated 
or otherwise changed, the system key transmission side 
transmits another system key Key3 by satellite, and system 
key Ksyl changes to Key3 at the reception terminal. Thus 
there exist two system keys Key2 and Key3 within the actual 
receiver. Also, system key Key2 is actually the effective key. 
The foregoing is the metadata that is distributed by the 
transmission side in this comprehensive data distribution 
service. 

[0066] 5. Reception-side system 

Next we describe the reception terminal, which is the 
reception-side system that carries out the above service flow. 

(Composition of the reception terminal) Figure 36 is a 
block diagram of the composition inside the reception 
terminal. Referring to Figure 36, next we describe the 
reception terminal 3, which is the reception terminal in this 
comprehensive data distribution service. With an antenna 2, 
the reception terminal 3 receives information including 
content 17 via satellite, PSI/SI 19, and metadata 18; it is 
output on a monitor device such as the TV 9, and viewing by 
users is possible by outputting it after it has been stored in a 
storage medium 4. In the future this reception terminal 3 may 
be built into a TV 9 or other monitor device, but in this 
explanation, as an example, we treat it as a separate device. A 
major feature of the reception terminal 3 for a comprehensive 
data distribution service is that besides having a storage 
medium 4 for storing information such as content 17 and 
metadata 18, it has a memory card 15, which is a personal 
authentication device that decrypts data that is encrypted and 
distributed and encrypts important information that is 
generated within the reception terminal, carries out the RMP 
[Rights Management and Protection] 16 function concerning 
the handling and control of copyright protection and other 
rights, authentication, and billing, etc., and handles personal 
authentication of users who make use of this reception 
terminal, and group authentication of the family, etc. to 
which the user belongs. This RMP 16 function includes an 
RMP controller 306, which interprets metadata and controls 
processing concerning rights protection; a metadata 
decryption function 307, which decrypts encrypted metadata; 
a content decryption function 308 for decrypting encrypted 
content; a key management table 311, which manages the 
keys used within the reception terminal; a profile 310 for 
setting the environment of the user who uses the reception 
terminal; and a metadata encryption function 309, which 
encrypts data that requires protection, such as information for 
allowing the viewing of content generated by metadata within 
the reception terminal, etc. The storage medium 4 has a hard 
disk, which is a fixed, large-capacity storage medium in the 
reception terminal in which are stored, besides the 
aforementioned content 17 and metadata 18, information 
such as reservation information 313 generated within the 
reception terminal, and a search/EPG table 312, as well as 
removable media such as DVD-RAM and memory cards that 
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can be removed and that stores information such as necessary 
content and metadata. Stored on the memory card 15 are, 
besides the aforementioned personal ID 270, personal key 
265, and personal contract information 274, consent 
information 314 that serves as decision data by which 
consent is given for viewing content generated within the 
reception terminal. RMP 16 may have a composition in 
which security is ensured by security measures against piracy 
and encryption-breaking, etc., but a composition may also be 
adopted in which modules can be replaced due to degradation 
of the strength of security, etc. 

[0067] Next we describe RMP 16, storage medium 4, and 
memory card 15, which are characteristic functions of the 
reception terminal. 

(RMP) The RMP 16 function in this comprehensive data 
distribution service includes an RMP controller 306, which 
interprets metadata and controls processing concerning rights 
protection; a metadata decryption function 307, which 
decrypts encrypted metadata; a content decryption function 
308 for decrypting encrypted content; a key management 
table 311, which manages the keys used within the reception 
terminal; a profile 310 for setting the environment of the user 
who uses the reception terminal; and a metadata encryption 
function 309, which encrypts data that requires protection, 
such as information for allowing the viewing of content 
generated by metadata within the reception terminal, etc. 

[0068] Figure 52 shows the main control processing 
carried out by the RMP controller 306. As depicted in the 
diagram, the main functions of the RMP controller 306 are, 
for example, reception control, storage control, copying 
control, presentation control, viewing contract control, billing 
control, personal authentication control, key management, 
profile management, time management, application 
authentication control, external equipment authentication 
control, and communication circuit control. 

[0069] (Metadata decryption) Figure 37 is an 
explanatory diagram of the metadata decryption function. 
Referring to Figure 37, next we describe metadata 
decryption. The metadata decryption function 307 is a 
function that, upon the occurrence of a decryption request 
from the RMP controller 306, decrypts encrypted metadata, 
etc. using the encryption key passed via the RMP controller 
306 according to the key management table 311. If at the 
time of content reception/storage or at the time of a content 
viewing contract, etc. it is judged that there is a need to 
decrypt the metadata, the RMP controller 306 first 
reproduces the encrypted metadata on the storage medium or 
the encoded personal contract information, etc. on the 
memory card, reads the encryption key ID in the aforesaid 
encryption information that is stored in the unencrypted part 
of the data, and passes the encryption key ID to the key 
management table 311. The key management table 311 
identifies the corresponding encryption key corresponding to 
the encryption key ID that has been passed, and passes the 
encryption key to the RMP controller 306. The RMP 
controller 306 passes the encryption key passed from the key 
management table and the metadata to the metadata 
decryption function 307, and requests decryption. The 
metadata decryption function 307 extracts the encrypted part 
of the metadata that has been passed to it, decrypts the 
extracted encrypted part with the decryption key that has 
likewise been passed from the RMP controller 306, stores the 



prescribed part of the metadata of the unencrypted part, and 
passes it as decrypted metadata to the RMP controller 306. 
But sometimes, as stated above, depending on the operation, 
the data format for the decrypted part is different from the 
unencrypted part, so if that is the case, processing is carried 
out in which the subsequent operation is carried out without 
storing it. The foregoing is the decryption processing by the 
metadata decryption function 307. As the kinds of metadata 
that are decrypted by the metadata decryption function 307, 
we can list metadata for EPG 254, metadata for 
storage/playback 255, metadata for key distribution (free) 
261, metadata for key distribution (for fee) 262, metadata for 
prior contract 263, and metadata for system key updating 
289, plus personal contract information 274 and consent 
information 314, which are stored on a memory card. With 
regard to the information stored on the memory card, namely 
the personal contract information 274 and the consent 
information 314, because the encryption key is not stored in a 
key table, they are decrypted after first acquiring from the 
RMP controller the personal key Km 265 that is on the 
memory card. 

[0070] (Content decryption) Figure 38 is an explanatory 
diagram of the content decryption function. Referring to 
Figure 38 we describe content decryption. The content 
decryption function 308 is a function that, in response to a 
decryption request by the RMP controller 306, decrypts the 
elements within the content 17 using the content key, which 
is the content encryption key passed from the key 
management table 311 via the RMP controller 306; this 
processing is done mainly when content is played back. 

[0071] (Profiles) Figure 39 is block diagram of a profile. 
Referring to Figure 39, next we describe the profile. Profile 
310 is a collection of personal contract information 274 
generated within the RMP by the metadata for prior contract 
263; because it is data that requires protection, it is stored in 
memory area (secure memory) 317 within RMP whose 
security is safeguarded, and it is used when a decision is 
made about content viewing/storage reservations or restricted 
reception. Profile 310 includes overall profile 315, in which 
is stored contract information, etc. with respect to all terminal 
users, and personal profile 316, in which is stored the 
contract information for each user. 

[0072] (Key management table) Figure 40 is block 
diagram of the key management table. Referring to Figure 40, 
next we describe the key management table. Key 
management table 311 is a table in which are stored IDs and 
keys, which is information for passing the relevant key to an 
ID designated by the RMP controller 306, and because it 
consists of key data that requires protection, like the profiles 
it is stored in memory area (secure memory) 317 within RMP 
whose security is safeguarded. 

[0073] (Metadata encryption) Figure 41 is an 
explanatory diagram of the metadata encryption function. 
Referring to Figure 41, we describe metadata encryption. The 
metadata encryption function 309 is a function that uses the 
personal key Km 265 on a memory card 15 to encrypt the 
relevant information when storing on the memory card 15, 
according to RMP 16, the personal contract information 274 
that is generated by the metadata for prior contract and the 
content consent information 314 that is generated by the 
metadata for storage/playback. 
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[0074] (Storage medium) Figure 42 is an explanatory 
diagram of the state of storage of information stored in a 
storage medium. Referring to Figure 42, next we describe the 
state of storage of the data that is stored in the storage 
medium 4 in a reception terminal 3. As data to be stored in 
the storage medium 4, there are the metadata list 250, the 
metadata for EPG 254, the search/EPG table 312, the 
reservation information 313, the metadata for 
storage/playback 255, the content 17, and software such as 
the operating system (OS) and applications of other reception 
terminals. In this example, the storage medium 4 itself does 
not have a structure whose security is protected, so the data 
that requires protection in the data that is stored in the storage 
medium is stored in encrypted state. The metadata list 250 for 
receiving the metadata for EPG 254 and metadata for 
storage/playback 255, etc., the search/EPG table 312 that is 
generated by the metadata for EPG 254 and metadata for 
storage/playback 255 for the purpose of performing EPG 
display on the reception terminal and doing search 
processing, and the reservation information 313 for content 
viewing/storage reservation that is generated by the metadata 
for EPG 254 are data that are not considered to require any 
particular protection, so they are stored in the storage 
medium without encryption. But if protection is necessary in 
an operation, encryption is done with the terminal key Kmc, 
etc. that previously exists in the terminal. The metadata for 
EPG 254, the metadata for storage/playback 255, and the 
content 17, in which is stored content use restrictions 
information, etc., are stored in encrypted form on the 
transmission side, and when these items of data require 
processing, a copy is generated, and by decoding and using 
the copy, reencryption processing within the reception 
terminal can be dispensed with. 

[0075] (Memory card) Figure 43 is an explanatory 
diagram of the composition inside a memory card. Referring 
to Figure 43, we describe the composition inside a memory 
card 15 that is used in a general data distribution service. The 
memory card 15 has inside it a memory area (secure memory) 
317 whose security is protected, and an ordinary memory 
area (ordinary memory) 318. Stored in the ordinary memory 
area 318 is data that requires no protection or data that 
requires protection but is protected by encryption, while the 
information that is stored in the secure memory area 317 is 
information that is data that requires protection but cannot be 
kept on a memory card in encrypted state. Qualifying as 
information to be stored in the secure memory area 317 are 
personal ID 270 allocated to an individual user, and personal 
key Km 265, which is the corresponding encryption key, 
while what qualifies as data to be stored in the ordinary 
memory area 318 is personal contract information 274 and 
consent information 314 that are encrypted on the RMP 16 
side. Also, if a personal ID 270 and personal key 265 stored 
in the secure memory area 317 are to the passed to RMP 16, 
the data is passed likewise using a secure transmission 
channel. A secure transmission channel is realized by using a 
public-key method, etc. 

[0076] (Information generated on the reception terminal 
side) Next we describe the processing during the generation 
of various information generated in a reception terminal in a 
comprehensive data distribution service. 

[0077] (Profile generation) Figure 44 is an explanatory 
diagram of profile generation processing. Referring to Figure 



44, first we describe a profile generated by metadata for prior 
contract. Profile 310 is information generated within the 
RMP based on the metadata for prior contract 262. In the 
generation of profile 310, first, after the metadata for prior 
contract 263 received by the transmission side is decrypted 
by the metadata decryption function, it is decided by the 
RMP controller 306, according to the terminal ID and 
personal ID in the user identification information 275 of the 
metadata for prior contract 263, whether it is contract 
information for all terminals or rather contract information 
for each user, and according to the personal information 277 
and contract information 278 decrypted by the metadata 
decryption function, only the necessary data is extracted, and 
the personal contract information 274 is generated. In 
addition, the personal contract information 274 is stored in 
the overall profile 315 and in the personal profile 317 in the 
security area 317 recognized by the user identification 
information 275, and thereby profile 310 is generated. 

[0078] (Key management table) Figure 45 is an 
explanatory diagram of how the key management table is 
generated. Referring to Figure 45, next we describe the 
processing when the key management table is generated. 
Present in the key management table 311 are IDs and key 
information previously stored in it when the user purchased 
the reception terminal, and IDs and key information 
generated when the user received the service. As the 
previously stored information, there are the terminal ID 249, 
the terminal key Kmc 43, the system ID 247, and the system 
key Ksy 264. Also, the system key Ksy is a generic term for 
system keys in general, including system keys Ksyl to Ksy3. 
In this example, two types of system ID and key exist: the ID 
and key information Ksyl that are used for operation, and the 
spare ID and key information Ksy2 that are put to use when 
the system key is updated. Qualifying as parts that are 
generated or updated on the reception side are the system ID 
247 when the system key is updated, the system key Ksy 264, 
the business ID 248, the business key Kw 44, the content ID 
246, and the content key Kk 33. The IDs and key data that 
are generated are stored in the encrypted part in the metadata 
for system key updating 289, metadata for prior contract 263, 
and metadata for key distribution 256 that are received by the 
reception terminal, so after decryption by metadata 
decryption inside RMP 16, by being extracted from the 
various metadata by the RMP controller and stored in the 
secure memory area 317, the key management table 311 is 
generated. 

[0079] (Search/EPG table) Figure 46 is an explanatory 
diagram of how the search/EPG table is generated. Referring 
to Figure 46, we describe the search/EPG table. The 
search/EPG table 312 is generated by making a copy within 
RMP according to the received metadata for EPG 254 and 
metadata for storage/playback 255, decrypting the various 
metadata by the metadata decryption function, then extracting 
the necessary items by the RMP controller and storing it in 
the prescribed position in the storage medium 4. The 
search/EPG table 312 is a collection of simple information of 
the metadata for EPG 254 and the metadata for 
storage/playback 255, which exist multiply in the storage 
medium. Also, because the search/EPG table 312 is 
information that is stored in the storage medium without 
encryption, it can be accessed directly from search 
applications and EPG applications on the reception terminal, 
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which can increase the reception terminal's search speed and 
EPG display speed. 

[0080] (Reservation information) Figure 47 is an 
explanatory diagram of how reservation information is 
generated. Referring to Figure 47, next we describe the 
reservation information. The reservation information 313 is 
information that is generated within the RMP 1 6 according to 
the metadata for EPG 254 and the profile 3 1 0 in response to 
a viewing/storage request by the user; it is information that is 
stored in storage medium 4 without encryption. When a 
viewing/storage request arises from the user, the RMP 
controller 306 generates in the RMP a copy of the metadata 
for EPG 254 for the content that is the object of the viewing 
request, and the copied metadata for EPG is decrypted by the 
metadata decryption function. Then the RMP controller 306 
decides, according to the use restrictions information of the 
decrypted metadata for EPG and the user's personal contract 
information for which a reservation request was made in the 
profile, whether a reservation for the content itself can be 
made, and whether the user's form of contract allows 
reservation of the requested content, following which it 
decides according to other reservation information 3 1 3 in the 
storage medium 4 whether there is no registered reservation, 
and whether the schedule allows a reservation to be made. 
Here, if a reservation can be made, then the RMP controller 
306, according to the metadata for EPG 245 and the personal 
ID of the user who made the reservation according to his 
personal contract information, extracts the content ID, 
content size, scheduled broadcast date and time, etc., and the 
type of reservation according to the user request, generates 
reservation information 313, and makes the reservation by 
storing it in the prescribed location in the storage medium 4. 
Reservation information is generated in the same way also if 
automatic storage is done using the preferences of the user. 

[008 1 ] (Personal contract information on a memory card) 
Figure 48 is an explanatory diagram ,of how personal 
contract information is generated. Referring to Figure 48, 
next we describe the encryption process when personal 
contract information in the profile is stored onto a memory 
card. The personal contract information on a memory card 1 5 
is basically the encrypted form of the personal contract 
information 274 that is stored in the profile in the secure 
memory area in the RMP 16. The RMP controller 306, upon 
recognizing that a memory card 15 has been inserted, reads 
the personal ID 270 on the secure area on the memory card 
15 via a secure transmission channel, and identifies the 
relevant personal contract information within the profile. 
Next, if personal contract information is present on the 
memory card 15, the RMP controller 306 reads it, decrypts it 
by the metadata decryption function, confirms the version 
number stored in the unencrypted part of the mutual personal 
contract information, and if the version of the memory card is 
new, the personal contract information encrypted on the 
memory card side is copied into the RMP, and using the 
personal key Km 265 obtained by the memory card 15 via a 
secure transmission channel, the personal contract 
information is decrypted by metadata decryption, and the 
personal contract information in the relevant profile is 
updated. If, conversely, the version of the personal contract 
information 274 on the profile side is new, then the RMP 
controller 306 uses the personal key Km 265 that is obtained 
by the memory card 15 through a secure transmission 



channel, and after the necessary parts of the personal contract 
information are encrypted by the metadata encryption 
function 309, the personal contract information is updated by 
storing it in the prescribed position on the memory card 15. 

[0082] (Consent information) Figure 49 is an 
explanatory diagram of how the consent information is 
generated. Referring to Figure 49, next we describe the 
consent information. The consent information 314 is rights 
information with respect to viewing content; it is generated 
within the RMP 16 by a copy of the personal contract 
information 274 on the memory card 15 and of the metadata 
for storage/playback 255 in the storage medium 4. When a 
user's viewing request for content occurs, the RMP controller 
306 generates inside RMP 16 a copy of the metadata for 
storage/playback 255 that corresponds to that content, and 
decrypts the copied metadata for storage/playback 255 by 
means of the metadata decryption function. After the 
metadata for storage/playback is decrypted, the RMP 
controller 306 acquires the personal contract information 274 
that was encoded by inside [sic] the memory card 15 and, 
through a secure transmission channel, the personal key Km 
265, and decrypts the personal contract information 274 by 
metadata decryption. After the personal contract information 
is decrypted, the RMP controller 306 decides by the personal 
contract information and by the use restrictions information 
in the metadata for storage/playback 255 whether it is content 
that the user may view, and according to the form of viewing 
contract chosen by the user, it extracts the items that are 
required according to the contract information and billing 
information, etc. in the metadata for storage/playback, 
generates consent information 314, encrypts it by the 
metadata encryption function 309 using the personal key Km 
acquired from the memory card 15, then stores the encrypted 
consent information in the prescribed position on the memory 
card. Also, if processing is to be done within the reception 
terminal such as automatic storage reservation or change of 
the screen display according to the user's preferences, 
processing can be done by assembling information on genre, 
etc. within the consent information, thereby judging what the 
user's preferences are. The foregoing is the processing on the 
information generated within the reception terminal in a 
comprehensive data distribution service. The comprehensive 
data distribution service generates various information using 
the aforesaid various metadata distributed by the transmission 
side and the metadata distributed within the reception 
terminal, which is the reception side, and by using it, the 
content copyright and other rights of the broadcaster, user, 
etc. can be protected. 

[0083] 

[Effects of the invention] According to this invention, as 
detailed above, a data distribution service method can be 
provided that adds control information that makes stored-type 
broadcasting and the protection of content possible. 

[Brief Explanation of the Drawings] 

[Figure 1] Block diagram of the reception side of a 
comprehensive data distribution service. 

[Figure 2] Block diagram of the overall system of a 
comprehensive data distribution service. 

[Figure 3] Explanatory diagram of the rights protection 
method in a comprehensive data distribution service. 
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[Figure 4] Explanatory diagram comparing the 
encryption method in a comprehensive data distribution 
service and an existing service. 

[Figure 5] Explanatory diagram of the content encryption 
method. 

[Figure 6] Explanatory diagram of the metadata 
encryption method. 

[Figure 7] Explanatory diagram of the restricted 
reception method in a comprehensive data distribution 
service. 

[Figure 8] Explanatory diagram of a billing method 
according to a previous contract. 

[Figure 9] Explanatory diagram of a billing method for a 
viewing contract that does not require an uplink. 

[Figure 10] Explanatory diagram of an online billing 
method using an uplink. 

[Figure 1 1 ] Explanatory diagram of the flow of service in 
a comprehensive data distribution service. 

[Figure 1 2] Explanatory diagram of the service flow in a 
prior contract. 

[Figure 13] Explanatory diagram of the service flow on 
the transmission side. 

[Figure 14] Explanatory diagram of the service flow on 
the reception side. 

[Figure 15] Block diagram of the overall system on the 
transmission side. 

[Figure 16] Block diagram of the composition inside the 
distribution center. 

[Figure 1 7] Block diagram of the composition inside the 
authoring system. 

[Figure 1 8] Block diagram of the composition inside the 
program composition management system. 

[Figure 19] Explanatory diagram of the PSI/SI generation 
device. 

[Figure 20] Explanatory diagram of the metadata 
generation device. 

[Figure 21] Explanatory diagram of the content 
encryption device. 

[Figure 22] Explanatory diagram of the metadata 
encryption device. 

[Figure 23] Block diagram of the composition inside the 
transmission system. 

[Figure 24] Block diagram of the composition inside the 
key management center. 

[Figure 25] Explanatory diagram of the key generation 
device. 

[Figure 26] Explanatory diagram of the key management 
server. 

[Figure 27] Block diagram of the composition inside the 
customer management center. 

[Figure 28] Block diagram of the composition inside the 
customer information generation system. 

[Figure 29] Block diagram of the composition inside the 
customer information management system. 

[Figure 30] Explanatory diagram of the composition of 
the metadata for prior contract and the information that is 
stored in it. 

[Figure 31] Explanatory diagram of the composition of 
the metadata for EPG and the information that is stored in it. 

[Figure 32] Explanatory diagram of the composition of 
the metadata for storage/playback and the information that is 
stored in it. 



[Figure 33] Explanatory diagram of the composition of 
the metadata for key distribution and the information that is 
stored in it. 

[Figure 34] Explanatory diagram of the composition of 
the metadata list and the information that is stored in it. 

[Figure 35] Explanatory diagram of the composition of 
the metadata for system key updating and the information 
that is stored in it. 

[Figure 36] Block diagram of the composition inside the 
reception terminal. 

[Figure 37] Explanatory diagram of the metadata 
decryption function. 

[Figure 38] Explanatory diagram of the content 
decryption function. 

[Figure 39] Block diagram of a profile. 

[Figure 40] Block diagram of the key management table. 

[Figure 41] Explanatory diagram of the metadata 
encryption function. 

[Figure 42] Explanatory diagram of the state of storage of 
the information stored in the storage medium. 

[Figure 43] Explanatory diagram of the composition 
inside a memory card. 

[Figure 44] Explanatory diagram of how a profile is 
generated. 

[Figure 45] Explanatory diagram of how the key 
management table is generated. 

[Figure 46] Explanatory diagram of how the search/EPG 
table is generated. 

[Figure 47] Explanatory diagram of how reservation 
information is generated. 

[Figure 48] Explanatory diagram of how personal 
contract information is generated. 

[Figure 49] Explanatory diagram of how consent 
information is generated. 

[Figure 50] Explanatory diagram of the data that 
constitutes image and data content. 

[Figure 51] Explanatory diagram for the content, the 
encryption key used when encrypting each kind of metadata 
mentioned above, and encryption keys in this comprehensive 
data distribution service. 

[Figure 52] Explanatory diagram of the main control 
processing done by the RMP controller 306. 

[Explanation of the symbols] 
1 ... content, 2 ... antenna, 3 ... reception terminal, 4 ... 
storage medium, 5 ... removable media, 6 ... real-time 
viewing, 7 ... real-time + stored-type viewing, 8 ... stored- 
type viewing, 9 ... TV, 10 ... satellite, 1 1 ... terrestrial circuit, 
12 ... physical distribution network, 13 ... portable telephone 
network, 14 ... external devices, 15 memory card, 16 ... 
RMP, 17 ... encrypted content, 18 ... encrypted metadata, 19 
... PSI/SI, 20 ... content generation, 21 ... conversion to TSP, 
22 ... payload, 23 ... part of the content, 24 ... encryption of 
the payload part, 25 ... content encryption, 26 ... part of the 
encrypted content, 27 ... image content, 28 ... data content, 29 
... MPEG2-Video (PES), 30 ... MPEG2-AAC (PES), 31 ... 
encrypted MPEG2-Video (PES), 32 ... encrypted MPEG2- 
AAC (PES), 33 ... Kkl, 34 ... Kk2, 35 ... encrypted necessary 
part, 36 encrypted data volume, 37 ... encrypted data, 38 ... 
unencrypted metadata, 39 ... contract request, 40 ... metadata 
for prior contract, 41 ... metadata for key distribution, 42 ... 
metadata for storage/playback, 43 ... terminal key Kmc, 44 ... 
business key Kw, 45 ... distribution to each user, 46 ... 
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content request, 47 ... user registration, 48 ... designated 
account, 49 ... point request, 50 ... billing information, 51 ... 
PPV registration, 100 ... transmission side, 101 ... 
transmission-side flow, 102 ... content generation, 103 ... 
metadata generation, 104 ... encryption/distribution, 105 ... 
prior contract flow, 106 ... user, 107 ... customer 
management, 150 ... user information, 200 ... reception side, 
201 ... home, 202 ... vending machine, 203 ... sales outlet, 
204 ... on-board terminal, 205 ... portable terminal, 206 ... 
portable telephone, 208 ... program scheduling, 209 ... 
content encryption, 210 ... PSI/SI, 21 1 ... metadata 
encryption, 212 ... conversion to distribution format, 213 ... 
physical distribution management center, 214 ... terrestrial 
circuit management center, 220 ... distribution center, 221 ... 
authoring system, 222 ... program composition management 
system, 223 ... metadata generation device, 224 ... PSI/SI 
generation device, 225 ... content encryption device, 226 ... 
metadata encryption device, 227 ... transmission system, 228 
... image authoring system, 229 ... audio authoring tool, 230 
... data authoring tool, 231 ... content composition device, 
232 ... content management server, 233 ... related file, 234 ... 
material, 235 ... program composition device, 236 ... program 
operation schedule generation device, 237 ... program 
management server, 238 ... operation schedule, 239 ... 
carrousel generation device, 240 ... key management center, 
241 ... packetizer, 242 ... MUX, 243 ... entrusted 
broadcasting equipment, 244 ... key generation device, 245 ... 
key management server, 246 ... content ID, 247 ... system ID, 
248 ... business ID, 249 ... terminal ID, 250 ... metadata list, 
251 ... metadata for EPG, 252 ... metadata for 
storage/playback, 253 ... metadata for key distribution, 254 
...metadata for encrypted EPG, 255 ... encrypted metadata for 
storage/playback, 256 ... encrypted metadata for key 
distribution, 257 ... metadata for key distribution (free), 258 



... metadata for key distribution (for fee), 259 ... metadata for 
prior contract, 260 ... customer management center, 261 ... 
encrypted metadata for key distribution (free), 262 ... 
encrypted metadata for key distribution (for fee), 263 ... 
encrypted metadata for prior contract, 264 ... system key Ksy, 
265 ... personal key Km, 266 ... customer information 
generation system, 267 ... customer information management 
server, 268 ... user interface, 269 ... customer information 
generation device, 270 ... personal ID, 271 ... customer 
information management system, 272 ... memory card 
generation device, 273 ... metadata for prior contract data 
generation device, 274 ... personal contract information, 275 
... user identification information, 276 ... encrypted 
information, 277 ... personal information, 278 ... contract 
information, 279 ... metadata attribute information, 280 ... 
program information, 281 ... content information, 282 ... use 
restrictions information, 283 ... content encryption 
information, 284 ... contract information, 285 ... billing 
information, 286 ... content key information, 287 ... metadata 
list attribute information, 288 ... list information, 289 ... 
metadata for system key updating, 290 ... system key 
information, 300 ... service to the home, 301 ... service to 
vending machines/sales outlets, 302 ... service to mobile 
bodies, 303 ... package delivery service, 304 ... service to 
portable telephones, 306 ... RMP controller, 307 ... metadata 
decryption, 308 ... content decryption, 309 ... metadata 
encryption, 310 ... profile, 311 ...key management table, 312 
... search/EPG table, 313 ... reservation information, 314 ... 
consent information, 3 1 5 ... overall profile, 316 ... personal 
profile, 317 ... secure memory, 318 ... ordinary memory, 331 
... reception-side flow, 332 ... reservation, 333 ... content 
reception/storage, 334 ... viewing contract, 335 ... playback 
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- personal key Kmc 

w 

security-protected transmission 
channel 



metadata for prior contract 263 

- terminal ID 

- personal ID 

- contract business key (Kw) 

- contract code 
-etc. 



-> decide whether for all terminals or for each user 



extract necessary items 

=> personal contract information 274 
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[shading] security-protected memory 

km [Figure 41] 
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[column 2:] 

- personal key Km 

- personal contract information 

- consent information 

- encrypted personal contract 
information 

- encrypted consent information 

- encrypted personal contract 
information 

- encrypted consent information 



[column 3:] 

metadata encryption 309 

Memory card 15 

personal contract information 274 

consent information 3 1 4 



[column 4:] 

personal contract information 
consent information 

4 encryption of necessary part by 
personal key Km 
personal contract information 
consent information 

[shading] encrypted data 
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[Figure 42] 

[column 1 :] 
storage medium 
metadata list 250 
metadata for EPG 254 
retrieval/EPG table 312 
reservation information 313 
metadata for storage/playback 255 
content 1 7 

[shading] encrypted data 



[column 2:] 

-> The metadata for the EPG is stored in encrypted 
form, and when used, a copy is generated and used. 

-> The metadata for storage/playback is stored in 
encrypted form, and when used, a copy is generated 
and used. 

The content is stored in encrypted form, and 
when played back, a copy is generated and the copy 
is played back. 
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[Figure 43] 
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Memory card 15 
- security-protected transmission channel 
RMP 16 personal ID 270 



- ordinary transmission channel 

[shading] security-protected memory 
[shading] encrypted data 

[Figure 44] 



secure memory 3 1 7 
personal key Km 265 

ordinary memory 3 1 8 

personal contract information 274 

consent information 314 




secure memory 317 
profile 310 

RMP controller 306 - personal contract information for all overall profile 3 1 5 

- personal contract information for an individual personal profile 316 

w 

metadata for prior contract 263 

user identification information 275 decide whether for all or for an individual 

encryption information 276 

personal information 277 -> individual contract information 274 

contract information 278 extract necessary items 



[shaded] security-protected memory 



[Figure 51] 



Datatype 


Encryption key type 


Supplementary 


content 


content key (Kk) 


key unique to content 


metadata list 


none 


encryption not done 


metadata for prior contract 


terminal keyXKmc^ 


key unique to each terminal 


metadata for EPG 


system key (Ksyl) 


key in common for whole system 


metadata for storage/playback 


content key (Kk) 


key unique to each content 


metadata for key distribution (free) 


system key (Ksyl) 


key on common for whole system 


metadata for key distribution (for fee) 


business key (Ky) 


key unique to each business 


metadata for system key updating 


system key (Ksy2) 


key in common for whole system (spare) 
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[column 1 :] 
RMP 

metadata for system key updating 289 
system ID 247 

metadata for prior contract 263 
business ID 248 

metadata for key distribution 256 
content ID 246 



[column 2:] 
system key Ksy 264 
business key Kw 44 
content key Kk 33 

extract and store ID/key after decryption 



[column 3:] 

secure memory 317 
key management table 
terminal ID 
system ID1 
system ID2 
business ID 
content ID 

information pre-stored in terminal «- 

[shading] security-protected memory 
[shading] encrypted data 



[column 4:] 
terminal key Kmc 
system key Ksyl 
system key Ksy2 
business key Kw 
content key Kk 



[Figure 47] 
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[column 1 : j 
RMP 

- decryption 
metadata for EPG 254 

- copy generation 
storage medium 4 
metadata for EPG 
reservation information 3 1 3 



[column 2:] 
metadata for EPG 
RMP controller 



[column 3:] 

- personal contract information 

- decide whether content itself can be reserved 

- decide whether use reservation is possible 

- decided whether there is no recorded reservation 
-etc. 

- reservation information 



[column 4:] 
secure memory 
profile 310 
overall profile 3 1 5 
personal profile 3 1 6 



- personal ID - reservation type 

- content ID - content size 

- broadcast date - etc. 

- broadcast channel 



[shading] security-protected memory 
[shading] encrypted data 
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[left column:] 
RMP 

RMP controller 

- personal ID 

- personal key 
Memory card 
secure memory 317 

personal ID 270 personal key 

Km 266 

ordinary memory 3 1 8 
personal contract information 
consent information 
It 



- version No. 

-m 

information 

- [?] 
-[?] 

- address 

- m 
-[?] 



- contract business ID 

- [?] of contract 

- contract type 

- contract [?] 

- contract [?] 
-[?] 

-m 



[middle column:] 

- extract relevant personal 
contract information 

- personal key/personal 
contract information 

metadata decryption 309 

-> transmission channel 
requiring security protection 
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[Figure 48] 

[right column:] 
secure memory 3 1 7 
profile 310 
overall profile 315 
personal profile 316 

personal contract 
information[?] 274 



[shading] security-protected memory 
[shading] encrypted data 



[Figure 49] 




[column 1 :] 
RMP 

- decryption 
metadata for storage/playback 

- copy generation 
storage medium 4 
metadata for storage/playback 
255 



[column 2:] 

metadata for storage/playback 
I 

RMP controller 306 

- personal key 

- personal contract information 

Memory card 5 
secure memory 3 1 7 

personal ID 270 personal key Km 265 

ordinary memory 

personal contract information 274 

consent information 

u 

- content ID - [?] 

- content title 

- genre 
-[?] 
-[?] 



-m 
-m 
■m 



[column 3:] 

- decision of use restriction 
information and personal 
contract information of 
metadata for storage/playback 

- generation of consent 
information 

- personal key 

- consent information 

metadata encryption 309 

consent information 3 1 4 

-> transmission channel 
requiring security protection 



[shading] security-protected memory 
[shading] encrypted data 




Main functions of RMP controller 



[Figure 52] 



Function 


Description 


Reception control 


- Function that decides by metadata for storage/playback, metadata for key distribution, and profile whether it is content that can be 
received, and controls reception of the content 


Storage control 


- Function that controls by the metadata for the EPG, metadata for storage/playback, the metadata list, etc. the operation of storing in a 
storage medium the content, metadata, etc. that is generated within RMP 


Copy control 


- Function that controls, by the metadata for storage/playback, copy requests to removable media, etc. that are generated by a user request, 
etc. such as a viewing contract 


Presentation control 


- Function that controls, in response to a user viewing request, the playback of content based on information in metadata for 
storage/playback and consent information generated by a viewing contract 


Viewing contract control 


- Function that generates consent information with respect to content viewing based on metadata for storage/playback and personal contract 
information within an memory card 


Billing control 


- Function that controls billing processing done based on point information, etc stored in the metadata for storage/playback and personal 
contract information within an memory card 


Personal authentication control 


- Function that controls authentication processing done based on profile and personal contract information within an memory card if there is 
information that restricts users within each metadata 


Key management 


- Function that manages keys within a reception terminal 


Profile management 


- Function that manages profiles of individuals and terminals generated from the metadata for prior contract 


Time management 


- Function that manages time information in a reception terminal 


Application authentication control 


- Function that controls authentication with respect to plug-in applications, etc. 


External equipment authentication 
control 


- Function that controls authentication with respect to external equipment connected to a reception terminal 


Communication circuit control 


- Function that carries out control concerning safety of communication channels when using communication circuits and transmitting to the 
transmitting side information for which rights protection is needed, such as [?] history and billing information 
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[Procedural amendments] 
[Submission date] November 30, 2006 
[Procedural amendment 1] 
[Document to be amended] Specification 
[Item to be amended] Claims 
[Method of amendment] Change 
[Content of amendment] 

[Claims] 

[Claim 1] 

In a content transmission device that transmits to the reception side content and metadata that is given to said 
content and is used for the playback of said content, 

a data transmission device that is characterized in that it has 

a metadata generation means that includes information relating to said content and generates multiple metadata 

in accordance with the use of said information, and 

a metadata transmission means that transmits said multiple metadata to the side that receives said content, and 
it generates multiple metadata to be used in playback of the content and transmits it to the reception side. 

[Claim 2] 

A data transmission device as described in claim 1 in which 

said information relating to the content is one or more among content use contract information concerning 
contracts between users and businesses, content encryption key information, use restrictions information for deciding 
the use of the content, and information for making content viewing/storage reservations, and 

said multiple metadata is one or more among metadata for prior contract including said use contract information, 
metadata for key distribution including said content encryption key information, metadata for storage/playback 
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including said use restrictions information, and metadata for EPG including content viewing/storage reservation 

information. 

[Claim 3] 

A data transmission device as described in claim 1 that further has a means that, based on content-related 
information of said multiple metadata, generates a metadata list for identifying said metadata information. 
[Claim 4] 

A data transmission device as described in claim 1 that further has a means that generates metadata for system 
key updating. 
[Claim 5] 

In a method that transmits content and metadata used in the storage and playback of said content, 
a content transmission method that includes 

a step that generates metadata for prior contract that includes content use contract information based on contract 
requests from the user side, 

a step that generates metadata for key distribution including a content key that plays back content and metadata 
for storage/playback including content use restriction information based on content requests from the user side, 

an encryption step that carries out encryption on the part of said metadata for prior contract and said metadata 
for storage/playback that is taken to request protection, 

a step that transmits metadata that include said encryption part to the user side, and 

a step that based on content reception requests from the user side encrypts content by said content key and 
transmits it to the user side. 
[Claim 6] 

Being a content reception device that receives content and multiple metadata that is given to said content and 
corresponds to information related to said content, 
a content reception device that has 

a means that receives content encrypted by a content key, metadata for contract including content use contract 

information, metadata for key distribution including the content key, and metadata for storage/playback of the 

content whose parts that require protection are encrypted, 

a storage means that stores said reception content and said multiple metadata, 

a data decryption means that cancels and decrypts the encryption of said multiple metadata, 

a content decryption means that based on said metadata reads the content of the storage means and decrypts said 

read content by said content key, 

a display means that displays the content decrypted by said content decryption means, and 

a means that encrypts and stores in said storage means the content and metadata that are decrypted by said 

content decryption means and said metadata decryption means. 

[Claim 7] 

In a content transmission and reception system that transmits and receives content and metadata that is given to 
said content and is used for the playback of said content, 
a content transmission and reception system that has 

a metadata generation means that includes information relating to said content and generates multiple metadata 
that corresponds to said information, 

a metadata transmission means that transmits said multiple metadata to the side that receives said content, 

a reception means that receives said content and said multiple metadata, 
a storage means that stores said reception content and said multiple metadata, [sic; unindented] 

a data decryption means that cancels and decrypts the encryption of said multiple metadata, 

a content decryption means that based on said metadata reads the content of the storage means and decrypts said 
read content by said content key, 
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a display means that displays the content decrypted by said content decryption means, and 

a means that encrypts and stores in said storage means the content and metadata that are decrypted by said 

content decryption means and said metadata decryption means. [Procedural amendment 2] [sic; improperly 

formatted] 

[Document to be amended] Specification 
[Item to be amended] 0004 
[Method of amendment] Change 
[Content of amendment] 

[0004] 

[Problems that the invention is to solve] 

To provide a content transmission service system, method, and device that can prevent data tampering and illicit 
use, etc. of distributed content, etc. [Procedural amendment 3] [sic; improperly formatted] 
[Document to be amended] Specification 
[Item to be amended] 0005 
[Method of amendment] Deletion 
[Content of amendment] 

[Procedural amendment 4] 
[Document to be amended] Specification 
[Item to be amended] 0007 
[Method of amendment] Change 
[Content of amendment] 

[0007] 

[Means of solving the problems] 

This invention has been given a composition in which metadata that is given to the content and is used for the 
playback of said content is multiply generated in accordance with the use of the content-related information and is 
transmitted to the content reception side. [Procedural amendment 5] [sic; improperly formatted] 
[Document to be amended] Specification 
[Item to be amended] 0008 
[Method of amendment] Deletion 
[Content of amendment] 

[Procedural amendment 6] 
[Document to be amended] Specification 
[Item to be amended] 0009 
[Method of amendment] Change 
[Content of amendment] 

[0009] 

Also, this invention has been given a composition in which are provided a storage means that stores the elements 
that constitute the content and said metadata, a first decryption means that decrypts said encrypted content, a second 
decryption means that decrypts the encrypted data of said metadata, a means that supplies to outside media the 
played-back content decrypted by said first decryption means, and a means (309) that encrypts the data decrypted by 
said first and second decryption means or the data that is generated within the device. [Procedural amendment 7] 
[sic; improperly formatted] 
[Document to be amended] Specification 
[Item to be amended] 0083 
[Method of amendment] Change 
[Content of amendment] 
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[Effects of the invention] 

With this invention, by multiply generating and transmitting, in accordance with the use of the content-related 
information, metadata to be used for the playback of content, the illicit use, etc. of content on the reception side can 
be surely prevented. 
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tvx, =ty7-yyiz9m^a^^-^mx$> 

^a^SSSft^TftSCAS (Conditional Access Sys 
tem)#&-5,, CASttn>x>y£^l cDBt-§-^S;TBt^ 

teu *<Dmmtziy7-yyz®n-rz,rztb<Dmi 



a— if-cD*j5«3 >x>y ££frr* - i^RjfgTab 

So Z\(D£olz, CkS&m^Z>Z\£T, E^Snta- 

3tt$B£LTSI (if- fcfXfif$R) ^i$nt^5. 
[0 0 0 4] 

[0 0 0 5] SttoftSSx^^^JfcJlcattK* 

tit, SIW^L^ftb&^o iOSIHa>x>^« 
HaH*«T?tt**#EPG K) fflCDlfffi^c 

o-c\ f&mizm&2tiT^2>t>ttT'\*tei\ m<ttis.a> 
TyyizmTzmmtemmzfem-tzmmmmmmz 
i$^T\zfcWztb, ^yy-yymommzm-J^tz*® 

[0006] ^jggm, «±©^k«*, 
■d, ^yryyoum^miitt^mm^n^mat^ 

[0 0 0 7] 

[ii**iitt5fc»ofa] *58«oe^r-^Ei 

m^stmouyTyymnttizmtzmmmowttm 
&mzm-r%titmt%£mt<tiz. ztizoimmzm-iz 
«tt#©ffiw»w», 3K-fw«, 



^§8 2002-217894 (P2002-21 7894A) 



7 

[0 0 0 8 ] *«WOj|10j)Pft#acj;ii, ^g, 
ite±(iI^CDa{flHj^feb<}iUA-;NV;i,^T r ^ 7^ 

^r-^S^LTifil, 3feS*tt, 3>x>>;/£ 
m £fr -5 i 5 b ft x- * Eft U— tf X #Ssj&t«# $ n 

So 

[0 0 0 9] *3gW©JB2 0*»^Sfc e tst, ffig, 
©*5*-r 7 , «#*fflViT3>7 1 >!y0DE«*fT 5f-^ 

Efs-y— ex*ttfc*v»T, S0s«*n. a— y-atw 

W»*#tMb*#9b>S:SB*ID, l@A ID, 35»bfcV^ 

D, «AIDS#**fc£U *m**#ID. *H#«[c 
*WfcH*oai*ltKiicTi«^tSfTti, g«S»*tE 
©*<WflS«»fc«Ml!lSnTt»S«*ID. ffiAIDKJ; : 

m^-if-^tmm^nftm^t, s^sh*^^* 

ft, S^S8*H. A^bfcWBflMRKUfrcf*, 

»««lDft#«^fttbT#*, 3>r>y*fitt« 
Kfc^Ki&aa >x>y ©i8f|«£k*£tr&g«#at 

7->yE^S«ffi«&^tfn>5r>y^-r-5fiJffl#JIS 
If $8 & n > x > y&KkTBg *tf b $ nfc # 

««fl:3>x>ytH»a*TE«sn*itE'B 



8 

\Z ± OEfl^ttfcSftjn- Ki{'«fc On— tf-cDHi®^ 

*itf3>T->y|tKk*S^«*C»ittb, HfcfcSfeb 
* * 5 s - * © Bf^ft rj yj- y ygft 

^!T-^C»«$nTV^I«^ft3>5 i >y©E««Bf 
© If 16 \z «fc o m m t z y f- y y £ §{§ -f 5 7; ^ y y t s 

io [0 0 10] 

mwommamm] i. «s 

(5*— 30 EfH-y— b'XT*0, ^©UTMi'AI 

i^(c#«$nfczi>^>^©^^^^c9n>x>->' 
20 (NV0D : Near Video On Demand) W&l*-— t*X*s*|«$ 

fcb<(i, 3tf— T-5Zli(cJ;Oa.— !f-© 

*©x> f ^;^si^-t*xT««s*¥fiT©^^©« 

^«fflT©n>x>>yfiJffl^^jg©*T*ofc^ * 

^-fXTHa- y-fflA*ffiT©3!fi«t>RrflB^JEtt 
H©n>^>^fij ffl ^^^^ fft1 -^ o 

[o o i l^inr, m^-^mm^-axo^mm 

S-y-'f H (ftit^) frzm>E>tn:<%3yf>y l (# 
Eff©*^-fe^5) . S{f^*3TS{f b^hfQfcg 

©^-^ga(cTEft$nT< 4-?-©iBm*»e,««i[SfT 
#) izwm&mn-rz>mmm®.&.8 (dvd-ham*©^* 

7;^-f Ai+#8[iS87i5;t*0D- t*X$Bj|g<fr 

[0 0 12] (yXfAttg) 02C, i^^-^Eff 
*-k*X©^->x^A«fiKH*^-r o *^x-^E 

$ 2t& C ck § -f > 7 ^ ©ffi \z >t- t'VI/t- k t\ -f 
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> 7 - * hts.iKommWi&mmisTz'i >? ^ t © 
[0013] ^£-7-7Eft-y— t*x^*i#t$n-5->7. 

Efrtr-t*X<DvX7AteMtB#J 10 0, Sffffl2 0 

o . xktam i o o tsMflo 200 &m&&mi&T&zm 
w-zwrnvtzmmmmi o, iffi±@^i 1, mmmi 

2, ^«*fgffl 1 3 tr<i^-2) 0 ^iTl^Sfl«2 0 0 10 

T&<, S»iE^*0«J:5^*Si*2 0 2, n>h'- 
X>XX hT^C0/SM2 0 3 (rKB$n-55S*> 

ri&sgwf i:»*stt5f«js*2 0 4, 

££ttMfflHf$8#£fM^, «aLg{f{|iJ2 0 O^EffTS 

Eit-fe>7< n>x>yoi«^t^fc«fflr-6it*^ 

K tg^«MiRm^COite±[Hl^ 1 1, m^mm2 0 6$ 20 

*n>x>y©E® (EM) SfT5*«Elff*fe>*^£ 
[0 0 14] (U— fcfXftg) ^(C02©->X^fC* 
mmD—}dX\Z^if^D--\fXthX\t. 09Atf, 111 

t'ttrize bfej; 5 \zffim7zs?)i\Bim 1 o £±f^ij)i b7 

77;H*$g£bTc7X hr^-, flFfitte, 7- A 

sn5§<is*3 fcfatfTEfrf siic«[S]W--y-- t*x 3 
oo*«**. fg2fr, ^EiBjtt-y— t*x3 o o tmmiz 

S»iIS5e«2 0 2, IK360 2 0 3 K^Uf-i'SH! 
*Ti!BBRrii£&7-7^£fti^ .09*.tfflRj&£-cc!)*K 

no&mvRTtm/mmjgttmD— tx3 0 1***30 $ 

3tr, ttB2 0 4, *#«*2 0 5fc£©n«l«Sg 
fc#b*fifl<B3fc**3, t>L<ttSIMR*»2 0 40 
2, IK^)£2 0 3&£>^a>x>7£«^biCfi^T 

fsznfzmmT-pzmmcDVA-Ayii*^^ r, 1 

*#?>fflb#f^S*2 0 5£«fc9R£*£fr3««#rSlW- 
■•J— t*X 3 0 2^*5. Stilffl 1 2 Srfljffl b« 

5@fgl 0TEtea#fclo>7->y*£CD-R0M, DVD- 



/0 

ffl«fc 0 DVD-ROM^T*J«(:*)- L3>f>7 i^Eff 
E{rf5A>y7— v ? T r, JA*U+»--t*X3 0 3^5. m 
5C &?l?«aS2 0 6»©fflfi#as*-r5^«*S* 
fiJfflU ^ffiffi£^b|?jgftcD§{fS*£a>bn-;l, 
•T-S^ttiD^J^tf, *«*I52 0 6 WBffi±0EPG 

bT#jfi^#Sj*Sfr5«#«ISl^^-y— k*X3 0 4*** 

SfiojKiBrtt, ftfcS&Kiajtt-y— fx 3 o o iz-D^xm. 
[0015] #fg£-7-7EffiD— t* 

WilfcU- t*X-e*D, EftKm*?*— *©ScafA,, 

#. a>*#js#«, Mrs&sa** 

[0016] i3t, *^x-^E«-y— exfcfctt-s 

«. ^^-^E«-y— t*xt*5tt-5«?ij«ai^^i 

fi, SlfflfiHTn >x >!yf:»b«i*b/t«W!#^©3 > 

yy mmtzxyj-yy) 17. ^-roftHPSi/si (Progra 
m Specific Information/Service Information) f 1 9 
t*l:ESL. -J5f, S{f^*3fflco*?iJ«a«fgi 6 
(RMPtttfll) fc£D7 77-7 1 8£*«?U n>7> 
V 1 7©Sft«*3^(DSfta«, #«ffi#:4, >JA- 

T*5o 

[0 0 1 7] ^KMmfflctoEfflsnspsi/sii 9, a 

>7>!V17, ^7-^ l 8 ('OViTKJ^T-So PSI/ 
SI19ttt, ^*c737v37;^j^ < i : |fifl|t > Elt+Xh 
U - A J: 0 £ S ft 7 - * £ flSt f# 7 7t J6 © 7 - ^ T * 
0, *^7-^EfiiJ— t'XTH, ^77-7, Bf^ 

7;U^i:coif- bxcoKSiJfi, PSI^WNIT (Network 
Information Table) falZtemztlZ-*)-- tfX U X MB 
Jfi^, PMT (Program Map Table) rtfdt&^^tl-SX h 'J 

-Afasijieamwiiffl-rs ^t^-toff^^ii-r 

[0 0 18] 3>7->y 1 7(i, *^7-7Eff-y— 
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3>T->y», s^ft*©^*^*^ 

[0019] 0 5 oi:, lft#^rjcx-^^3>x>^ 

*»imtirz>, iot, XP^-ZiziXay^yytm 
fta. Sfc, ^^-^tiErf 3M 3 >{f, flgfcj; 

d, *fjs^ffl^^x-^> epgjb^x-^, mm/ 

[0020] ♦M^^ffl^^x-^tt, ^wmmmmm 
mzmmnm-c&zmmmm^ mmLtzmmmatkm ™ 

— *f-mAmzn>T>y(Dmm£iz#mmzmm2ti 

n>x>!yco£#, fig, $^«H 
£C:gffS*coEPGS^ Stt/*St^#Sj^Sff5fc»© 

sft, mm, -3>7->y\ziti-tz>wm®*ft5ittb<D 

< £gftSS*l;: |«Jtt*f4& <h & -5 3 >x > y coEft t IWf $ 

x— 37 £ t f£ £ 3 > y coE{f <h |W|ffi s 

E«$ft3 0 **x-$"JXM;i, PSI/SIi*t:fiJffl1- 
5itCJ:Di«L fcEPGffl ;* 3* 7 s - 9 CO jg£r £ff 5 it 



-®ES'J^<^«S!S*fr|pj(j-^E»$tl-5o -/Xr 
-> X 5r A £ # T * 3 CO ft £ 3S ff f -5 36 CO If IS M 3 

ft, am***ffiffl-r*a— tf-©K»j^<^s^** 

fc fatf n >x >y©Ef t (i#|fi^ \zm&2 ft -So 

[0 0 2 1 ] (Bt^k*S) ^t^tt^-^-^Eft-y— 
Hxiz&ifzayT-yy^ t&f—fcDmmtJj&z-o 

y> mmt*$7 1 -5>$:mm*ir\zwm-rz>tzist l > 

CO x ^ 37 ;i« £ 43 ft 5 Eft B# K H& *H k *f? 5 t 

[0022] 041;, m&T-zmmy—vxtgtftv 
^>^>yzmnfc?zmzmmm<D^r-j7mMT&z> 

TSP2 1 &J&tfc~rZftit>, Zftly>7ftWV, TSPCO^-fn 
-h'^2 2 t^D-/3r^tLfcn>x>^C9-|$2 3 
^CO^TSPcot-f P- KgB#£Ht^Yfc 2 4t 

^Effit- t*xt*5(t§BS^b*S;co«^TJi. MffffliJ 
T, n>r->^co±fig2 Qmzuy^-yy<DH%mk2 5 
£f?K Bt^'ft:$ft/in>x> > >'^y r P-j/37^-^b, TS 
P©^-f n— K^2 2tc^a-7 37^ttbfcBg-§-ft;a> 
7-yV<T>— &(DZfny92 6 Srt&»4LEfi-r-5fe«6, § 

ftfcSSco^Tcop>x>^, ^9=t— 9<r>WW£»\ 

[0023] (ny^yyRztMr^-zcommkJj 
S) H5t, 3>7 L >^coB§^f^S;couiHj|gi^^-r 0 

^7c, 0 6tc, tpT—SKDmmkttomwm&fF: 

To Xlzayy-yy^ ^^x-^^-ft-fftcoBt^fk-r ^ 

37 Eft-y-— t* x tt -a 3 >t- >!v co mmt 

(i, !*M3>f>i'2 7, T-?|n>f>72 8 CO 
mmm%t£<&nyTyy&mffc?Z>&x.\/*yhm 
HBff^-fkSrff 5. ^JAtfHjfc#^ P>T->^y 2 7AWEG2- 
Video (PES) 2 9 . MPEG2-AAC (PES) 30cO2Il^>h^ 

eii^snttr^s^, ^-ft-?ti(oxix^>hs(r^- 

37^T(CBf^{k*ff^, «t^ffcXl^^>h3 1, 3 2$ 
^COi#Bt^fk*ff5fcJ6<DBS^it3 3«a 

-37Eftit-t*XTtt3>x>U/«^tiJt3STe.ft-5' 

coBf^»3 3 Z^yf-yymmtn&o iot, Kflt 

|3>r>7 2 7 tHS'JC03>T->^T$.-5T : -3 7 ^P 
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T«f^tan*. z\<d tzmnm 3 4 iz\t. mmz, a 

[0 0 2 4] *te£5*-*BflTif-- h^HfefTS^i'f 

*<&B ft * * x - * « fc h» If £ff 5 © T ttft < . 
H 6 CO J; 3 iz&m£tf&&t£Bft 3 5 co^-ftaffi LBg^fc 

mmtvrz7 t -*<D®m3 6m<Dmm%taz.rz 

flssfffcftv^^x-^ 3 8 f:safs»a*E«-r*« 
05 it, «g£x-^Effy-t*xK&^T:3>5r> 

[0025] mfc^m #j£) 0 7 K, *g£-5r-^E{i 

X- 9 Mm tJ— tf X \Z & lr» T WftftSI* CO U > T- 

n. ft*<»Ti??)immTmm2nzttiz£z>i%3im 
iz^*>*)im^ mii&mmzftstttimteQ, * 
9 9 - 9 * mm f z> z. t \z ± o ss* s f w r * ^— tf- 

m.mmm*97-?\z£Q®fe%.m* 
[0026] £-r§{f#j2 o o (do.— v-tf&mmmm 

£»L«i5|5lD, PAID, *&Lfc^x*>*;k 

n >x >ym(ommm$i 3 9 ssttafli 1 0 0 ciat 
Srff^sft#j2 0 0 iza.— *?-mzmm-fz>4 5. §{f 

ffl2 0 OOSfl**-*?**, VmfS^ffl^^x-^4 0C0 40 
nTV^«*»Kmc4 Slz^QmHtimmm*??-?*: 

4, mmn-Fmz^vmi&tstizmmmmzA^T 

ftlt*a>f>7 1 7 COS* 4 6 SrffSo jttBffi 1 0 

OtH v&mt3>7->y l 7coSBff t|HiW$-ti-n>7 : - 
> , ySr^«-r§^ti^5tft5 3>x>^C0Bg^»Kk3 so 



74 

iifnw i o o T(i a >T>y\ztt-rzmmmmmnm 

tt£#WR£ffl^x-^4 2 ^^**(cEffi-r^>o 
Sffi«*Hn>x>^<tl^B#{rEft$tlT^-5ilEffiffl 

**x-*4 1 u immmMztemtsnx^ 
zjfmmmmimzzQmmmmmizjzzi&zkfrzmm 

ffffl^x-^M l -cafes i*!IWfLfc*^. VMSKiffl 
4 0 * ^x-^ic J; 0 Eff£ftfc<fH#HKwK«fc 0 Bg^ 

ffl^^T-'-^4 0{r«fcOEffl$nfe^n-H^«tOa 

5. zzx% mm~*im-c&ti\tZzi>7->ymML3 3£g 

U 3>x>!yf;»r*¥»ft!llS*©fiJfflWlStff«*fl| 

^7 — ^4 2 {3*&*fl$tlTV^Bg#fb3>5 : ->iy 1 7C0 

&lwWiffi<Dmmzi.r)tfem\:n>^>y i 7co§{f^M 
£ ft 5 . *^x- * E«-y— t*^ Ttt±Eco^{r 

[0 0 2 7] 2. »&#5$ 
* x- ^ Eft -y— t* X t' ^3 ^ * S -3 u 

[0 0 2 8] 5*^) gist. *str^ 

4«^frtp^TEi8*ffl^TWwr*. mmmmztt-f 

SS^id Sfflffi 10 0 T ; ?JDa-if-SS4 7 frj; 

ffiffll 0 0 flttU JB*ID. MAID, SSiKiLfcVJ** 
#, Sft^fil, J!tt»!l8l*OWf«t*{:ftaF5fe©«ffP 
ffi^4 8C0lfffiSr^#^«fi^t:j;0jl»-r-5o Mffiffl 

i o OTtt^:tie 1 cot»$g$7ciiw§tfs*^ i ffaL > 
(Dmnmmm^mLfz^mmmm^^y 1 -^ 4 o 

y-oS«**3H(fii^Emb, a— tf- 
C0jg^bfcPffi#4 8«t0-3£»!WlO3>x>y*iJffl9! 
mztt-?ZM:&1t?TOc W»^^r-^4 0$Sf 
bfcn.— y-'-H, ^lft$nTV^^xiffl|$gcottHT^#tJ 

L^*Mi#coa >x yyomm &»im t ft 5 . &±#* 

^x-^Effl it- b'x t:*tt**W**l»:»-r<5«l^ 

7P-Tcfe-So 

[0029] («ei!#sj{;M-r*a!i^) xtzmmnwz 
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©sitis* «t o mtam<D± o mmzmmt vrzm&mz 

[0 0 3 0 ] (±5 08$WStLft^i!MS) 09 

te^&jjjZiz-o^Tmv&m^Tmw-fZo ±o@i 
9iftmm<Dt»& tmmiz&m\z3L&\,\ ^©;tw>h© 

ffimxnyj-yy<nw&*fiottx&z>o {fib, -5£ io 
AID, ««SjbfcVi*|j|#, Hft^ag, ftS!f5fe©«fTPJi5 

4 at¥*aiffiflji o o \zmmism®&fTomz-i£wifg\ 
izM-r^m^3-cmji<, ^y^-yy^mt^rzib^ 

<>hft4 9Srffiftlb^l5*f?3 0 jSffiffl 1 0 0 TH. 

mm\zm-tzmm(Dftt> r> > h»©«« 

z^Mmfoj®*??-? 4 o izfaWiLmmz-— tr-©s 20 

2iza>7->y$:mm?z>mz>&mtt£z># 
■r>y*fijffl-r*iefr, *ttf^^ffl/^7 :r -^4 0 iz «fc 

DEIf Snfc#-T> h^:J;D#«/^^ffl^^7 ; -^4 
2t*ttSnT^*i^gjR-f >MSS«JPL, p>^> 
y©W££fr3fc», ^t*-* 4 OTEf 

*5U *mr^*5ffl/^x-^4 O^Sffr-S^itriD 

fFfg l fc # -f > h ft c 1; t*m c 94a $ n& it jg p j* 

^4 8 iDW^&rttfTX. a— tf— ©a y^-yy 

<D&m\zfoVjtwk<&tfi>jMti3.2>. mmmmm*??- 
9 4o\z2z<ow.m-£tiz>^>vmz, s*wtnc*- 

[0031] (±<o\B}m%MmtLfzf%&i3j£) 'Aizm 

its* 3 nsttanfc«±nm 1 1 m\z & o*>5-r > 
fiiffl b/tis©»^fli# 5 0 wmmm 1 0 0 \zm±.w& 1 

^■tE'fio 50 



[0032] 01 oiz, ±<o®mzmf%Ltt>7^> 
m&ttvi&mEi&m-t. 5 0 

iz^zttiz-o^xm 1 0 zm^xmrnTZo -ty^-i 

>T»&ttf« 5 0 ^-MtHM 1 0 0 \zmVWk&$:fi?tzSb 
fflSS*3Sr»AL/irL— tf-tffltfaD. MAID, HlBb 

0 0 catt-r*iRc, -jtsiiw, -j&#-r > M&K*nr 

^Eft*-t*xTtt, z\oy^m^yy^ ywwmm: 
mtw&o mami 0 oTi-zztizomm&Tcizm&m 

«£±ric«3U 3B#$J©*T3MIIIE, 9Mg#-f > f>**© 
^©ftfcOK^^-f^PPVfFfgtLT, g&&1lf$8j£ 
fflH#CD^f5feW1f^*&»S5^»ffl^^T ; -^4 0 Kfc 

1 0 0TBn>r>yi 7$E{f-r^.|^(I|WIffl$-&Eff 
3-tJ--5g8l/pj£ffl/ 9^—9 4 2 t:a>x>y£fijffl 

mnizMLmmzi-tf-mmvtfim&ijaz., ^mmm 

[0033] 3. -y— \fxya- 
mi i\z, m&T-fmm-*- ex© 

*3^5+»— Hx,©sstntc^^T0i l^-ffl^TSiBj-r 

»AB#fc«f^$n5*#fe L < UmiS^ftpJffl L/ca- 

if-^»B$©*ttf^^7P- 105, mmm 1 0 0 iza 

Effl 1 0 4 ST©jsltti#j7P— 1 0 1 , n>x>y©§ 
If, B*^©SIfffliJ7P- 3 3 1 &<3tSo 

[0034] (mmmmyn-) mi 21:, mmmmz 

t!lli*lt5U--k*X7n-i£0 1 2 ftffl^TIKBJ-r^o 

®&T-?Gimv-iiziz&iiz>¥mm®7ti- 1 0 5 
ttt, mmm 1 0 0 icistt-siJ— trxs«a— tf 1 0 6 

©W*1*ffi«ai 0 7ftff3Zli:ftgWi:TSo 

- ^ Elf -y— t*XTHfft©IlIa>T>!y^^O 

tbfc-y— tfX7?*5fca&, zv— y-itayf-yyom 
ummzftofz®(DKti-\t 1 5^st^o, -^©ic 
*- h* 1 5 ^-^f-tmm-t^^mmmmx'h 

Ifffl2 0 0 ©a— y- 106H «*iA«fi:i#$n 
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tmz mtam i o o^sst*. jgtttmu o otn a 

ftfcl 1 0 0 T1±, iC0W*tffa*7ctcIC*- H 1 5 \Ztt 

vm<omr>rzmA\m<Dmm^mmv, a— tf-i o 6 » 

fc*H/*-ft£E*U §«S*3, EtfUfclCrt-Kl 
5kl»LTIC*— Hft*^-*3.— tf-1 0 6#*Kj&f? 

*&*teft;fc*M38ttffl/*5 i -:*4 0£Ete , r-&. a- 
mffifiij i o o tf-©s*ffi*©«a*^iig 
[0035] mmmya-) gni:, aitfHBjfcisw 

-^Effi d— f t, iz& wzmmmo-*- ex 7 □ - 1 

te, #JA(f, 3>T->ycD£j5U 0 2, #jflfiifi£2 0 
8, 3>x>y©lgreft:2 0 9, Eft 7*-Vy Hfc2 
1 2, PSI/SI£fi)c2 1 0, ^x-^tofc 1 0 3, 
"r-fmmt 2 11, EII10 4 
[0 0 3 6 3 3>x>y£fiU 0 2 £(±, glfe^/W^/x 

#3ftfIjG£2 0 8 <hte, ±f&Ltz3 >y">y<D 1 ^ 

•f 5 n>^>^COflt^-ft2 0 9 (i, 30 

t£&P>5 i >yi;:^3m5XI^7>h£ri>T->y« 

^£xi/7 > hroagijiciDEfiPtro^-^^^-v-y 

NT&STSPft-f &;ii:T&3o PSI/SI£/&2 1 Otli 

#&ii!f£2 o 8 &ftoz\t\z&r)£.tfiznz&m.<DmfT 

HHB^StcHPSI/SIt— 7*;H 9*^fiSc-T5ii:Tafe 

2. $&«ffi£2 0 8Stffln>r>7, #»(r*fT-5^-r 40 

ms&, mmmmmmm^ u>7->y&n 

-^Ht2i2 L/c^roe^t:i5tt^E{f{ia^c7) 
tf^iO^^^-^'JT. h 2 5 0> EPGffl^^T f -^2 
5 1, I«/M^^f-^2 5 2, gtEftffl*^ 
-37 2 5 3CDS-^x-^£±/£-f5;iiT;&-5o 73? 
x-7Rf^{fc2 1 1 ttt, 7 7x-^£fiSl 0 3 fI<fcD 
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=r-9 2 5 6 5«t5ItTJ§. Effl2 1 2 ill, 

psi/si, B&^bn>x>^^^a^bs 

[0 0 3 7] (SffffliJ^P-) 01 4(3. SffffiiJfr&W 

153 3 2, 3>f>ySil/m3 3 3, Slg»*t)3 3 
4, S43 3 5 ££tf. f*53 3 2 £fi, iiffiffl 1 0 0 
<fcDE{f 3ft3EPGffl7^x-^ 2 5 4 £*iJfflL, #S 

t/fl3 3 3ift ^#9Ufe1*«S7ct3>x>yE 
«fWt~#*t/S£ffl7 7^-7 2 5 5, HEftffl7* 
T-^2 5 6, «t^t:n>5 L > > y 1 7£§{f U #»/ 
Btffl^^f-^2 5 5, Bg^ftP>x>^l 7^#« 
■f§utT$5. «tt*W3 3 4 £fi, SfflSftfcSI* 
/W£ffl**x-^<DfiJffl$iMtif?8, IC*-h*i5rto 

•3 it-?**. s^3 3 5<ttj, mnmmzn-Dfzmm. 

r>7 1 7©«^£fro£&, 3>7 1 >yoS4*ff5 

[0 0 3 8 ] 4. 

& [ d £ ft £ © -y— k* 7, 7 D - £ »g $ # 3 £ s6 CD M ffi ffl 
<D^7.J-I^\Z'D^xmMt 

- ^ E ft It - f 7 1 Z is l f 5 31 ffl ffl v X ? A CD « fig £ 

01 5£fflUTI£BS-f 3, ittfi#Jv77 1 AttBfrKEc T )®i3 
P>x>'7^^-^cD£/&, Bt^b, Eff^ff^E 
{f-tr>^ 2 2 0 . ^r-^Eft-fX-/XrAT« 

ffl-r^it^, iD££jstfa-r*iMra-fe>*2 4 0, a 
^w*^*«©^wi!*ff ojmmm-t>? 2 6 0, 

a— if-a»s©«tt«ffif*«/n&fi!tfR. 'J 7X7 
C0S77f6lffiff-9--h:7WfflBtc7)ffi±Ig]^ l l tcfc^^ 
©WSSff -5±te±ls]^a-fe>7 2 1 4, a— tf— p, 

ffifti£izft?&ffi&momm.feiimmM 1 2 &mm b>t 

%«t«« : a£ff3%«tl : air>7 2 1 3^£«x-5o * 

5s bj t tttt^- x- ^ Effl-9— t* 7 £ nirr 5 icfi 

It/i5Efflt>^2 2 0, » i ta-tr>7 2 4 0, J»g 
flt>^ 2 6 0 iZ-D^TmMlzmWTZo 

[0 0 3 9] (1) E{fir>^*fit 
016C, Effi-tr>^ft©«fi£0£^1- o Effi-tr>^2 

2 0 I*1CO«^£0 1 6 £fl|V>TW9rrs. Eft -fe>^ 2 
2 Ofi3>x>y©IW^*ff 5*— y-U >^->XtA2 
2 1, t-*U 7^i/XrA 2 2 1 T^Snfc3>-f 

•T-5#ffi*figt : a->7T-A2 2 2, t-f'J>^yXf 
A 2 2 1, #ffl*ftS^a->7T-A2 2 2 £ D COP >t"> 

i:«^ti5 3>f>7sy*sa 
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%*9=T-*?*Emkm.2 2 3, mm.m&®m^x7-&2 

2 2 T±f£2ftZ>mftXiri;=L-)),m$:7ilZ?Sl/Sl&£. 
^SPSI/SI^gM2 2 4, S«fl->XrA2 
2 2iIJ;D#ffi£g;&£fr£n>7 i >yftC0#Xl^>h 
S:Bg^ft:-r§n>?>^Bt^{bSa2 2 5, ^^x-^ 
£fi£gfi2 2 3 fr £ D nfc ^ 3? ©Rg*t-fC£ 
fi : 5/^7 :; -^Bt^'fbSB2 2 6> PSI/SISB2 2 4, 
=i>y=->ym^mU2 2 5, ^^^-^Bt^ftSM2 

[0 0 4 0] W-t'J>^y7rA) @17t, t- 

^U>^>X?A2 2 1 I:OHT01 7«fflt> 
-CiBWrs. t-D-U>^>XfA2 2 1tB3>f> 

nfcMl7 7^^2 3 3 S#ai*f I->7rA 2 2 2 20 
tMJ >y*y-^2 2 8, W^^"- 

W>Vv-)\,2 2 9, x-^^-— y-u>^y-;U2 3 
0, §t-!f'J>yy-Mt]ffl*3n5il/^>hJ: 
Da>f>7 1S«L, Ml7 7^^2 3 3*ts)ot 
53>f>7MSI2 3 1 1 3>x>y#WSg«K«fc 

D^sn^n>x>^y, wi7 7i'^2 3 3$f»f 
af^fc5e)ron>7 : ->^t : a+)--A~2 3 2 $iix.-5„ 

[0 0 4 1] l&ffcrt— y-'J>^-;P2 2 8. 30 
U-iJ>^-;P2 2 9, 7-?*-VV>tfy-)l'2 3 
0, Wy9V-MX, VHSt'x^. U-if- 

5=^X£ (Sgffig) , ?lfO7tn^09i#AA2 
3 4 WLry^Mt^tTt+t^t, X^-f:)- 
DAL CD, DVD#©^v ? ^;K0*^A^2 3 

h v>Ti;?)imjimmm£ft?z>. n>f>7«i 

2 3 1 ri» V-vyify-fr^Qtiitiztiz i-z>& 40 
\zzx>j->y%,, zi>7->yiD, n><r>y<Dpi®, v 

A*-r*Z:tfc«t»3IWig7 3"f;i'2 3 3 ££/£L:3>x 

>y*a-s--A2 3 2K#«-ra«flB*#T4. 
> , 7fit-;'i 2 3 2it u yy-yycD^^mmmm 

fi->^rA2 2 2fI*fLS£nU tftl^ffyXf 
A2 2 2<t03>f> , 7, H*7 7-r;P2 3 3 (7)fiiSS 
**«fiiofc»^, #fiMfl->XfA2 2 2 UML 50 



SSnfcnVf^l, mM7yf J12 3 3 

i^ttS. fib, 3>f>yfl*-n2 3 2(i 
SllMfIyXfA2 2 2 «fc 0<ESIS*^«|Vi»^t 

yi, mmy7'Vi2 3 3z%:im?mm$:>bmirZo 

[0 0 4 2] (MWflyXfA) 

^7A2 2 2t'OUT01 8&m^TmWTZ>. #ft 
*^flyXrA2 2 2 t[t U>^yXfA2 

^TA2 2 2li ^— !)-g>^yXfA2 2 1 |*]CD;J> 

■5 i >y«fa-y— ^2 3 2±0AAsn53>f>yij; 
t3#«**Bfer*#«a«fi!c(6fi2 3 5, *ricsnfe#«a 

C^L/jSfTX^rva.— ;P2 3 8 £±JG£U fiJD^T-5# 
ffljSffXv-> J i-;i/±^ga2 3 6, #ffiftSnfcn> 

=L-)i&wm i gmTzmm.mm*)—n 2 3 7 £e*-5 0 

017. 1 8CD3>7 : ->y±*t*Jtt*3>5 i > 
S'fCKEt'SB «£»»;fc7 yf >f>7il(f 

« t mm l . ■?■ n £ ten t, & 7 7 -f ^nai 7 7 -f ;p 2 

3 3T&-5, 

[0 0 4 3] #ffi«/£gB2 3 5 tfi, 3>T->y»« 
l7 7-f;P2 3 3«tD#ftSMU SMiLT03> 

■r>y», m^mm.(D^^ bji, 

D, ??^fcp»5-f-51ff#, fll&KWf-SB*, SM^i(c43 

«■ § 3 > x > v <»mm.m <d it m * 3 > 7- > y *fsu— a 

2 3 2«tf3A*anfci«a7r'f;P2 3 3 tiijinu # 
wa^-A'2 3 7 \zttbwmirzmmz^irz>, mm. 

Mff X'trz/ 3.- Jltki&mW 2 3 6 (i, #aflU--A'2 

3 7i:fajnt#Il:ML, ftaSBiS, 3^>*;wf 

;i/2 3 8££f£b#ifaif3lr-A'2 3 7 t:S^-f5«fg 

^#-r^>„ #ffl^air-/\*2 3 7tt, #«*BegB2 3 

5, #m31fi : X^Vi-;k^gB2 3 6 iOA^^tl 

1t^yr>ymi, Il77-i , ;i/ff2 3 3 1 affx^>' 

3.-^2 3 smzmm^wL, mnztrv 0.-^2 3 8 

Of»«*7nt:, ^^r-^4^12 2 3, PSI/SI4fig 
£«2 2 4iZttVMftX5-?a.-)V2 3 8, il77-f 
7HP2 3 3 £A7JU 3>x>!yBt#ft:gg2 2 5 iZM 
W^T-^«t2 2 3, PSI/SI^SS2 2 4fr 
A73 Lfc#»«8k:*ttS-r* 3 >r->y#ftOta >x> 

[0 0 4 4] (PSI/SI*J«g«) 019(3, PSI/SI^fife 
S««iiHj§gi^^-r o PSI/SI4J6S8B2 2 4K:3(,4TB 
19*ffl^TK^r4. PSI/SI±fiKSB2 2 4 iH, # 
ffl^Wav-TxT-A 2 2 2 ftCDIiaWgir-A' 2 3 7 J; 
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2 3 3«fcDMPEG2-SystemHipfcLfcPSI/SI©#x-:^ 
A2 2 7 t^bTSP{tbfc#PSI/SIr— ^SA^-T-B 
[0 0 4 5] Wi'f-^iBggi) i2 0C, /i'r 

SB 2 2 3 #Mfi|flyXrA2 2 2 |*3©#iffi 
fl*-A2 3 7 J:0AAS*l5«l7r'fm ilff 
if it>^ 2 4 o l:»Ln>r>7flD 

*">^tA2 2 7 J;0A*Sn*3>x>ySS!©'gSIBf 
fc£tt«Efc&»flHMf£7Cfc, ^^r-3"JXh25 
0, EPGffl*?:r-^2 5 1, IIEffffl^x-^2 5 
3, l^/S^ffl*^-^ 2 5 2 ££J5£U 
*UX Y^*m.m%=s7s ; Tl±2 2 7 KiiiTjU ^C0ffi«^ 

?5 £ -?$ : *? ; T-5'mmmm2 2 6 taj^-r-seitg 
jo 04 6] (n>r>yvgmtmm 021c, n> 

=i> : r>ymmt ! £W.2 2 5 1 Srffl^TBi 

3>r>yif#ftsi2 2 5 tit, amtmrn 

i^rA2 2 2 rtOSlfIHJ--/t2 3 7J;DA*$ 

n-sn>T->^i¥> id (3>x>^id) mz%-3%. # 

Ifl^-A'2 3 7 £DA#£ft£ID C3>5r>yiD) 
*«flfa-fc>3'2 4 0 Cji»U. KS1--5n>x>^» 

vX^A 2 2 7 t:»Uffi^-r5*ffi*Wr5. 
[0 0 4 7] (^^x-^Bt^bSB) 02 2C 

*mmm&2 2 6 1«, ^^T-^«gi2 2 3=t 

OA^nSEPGffl^^-^ 5 1 . m'lltf^^ 
^-^ 2 5 2, ^Effi^^x-^ 5 3, I§fit 
>^2 6 0J;0AA$n§MS|()ffi^^f-^2 5 9 
2 4 0 P^ct 0 AASft5*§«(lil:± 
0«HlfcU £j£2n7cf®^^x-^£2ltti^->X 

TA227 (r*fLffi^-r§^fg$#-r^ 0 

[0 0 4 8] #^^x-^0«S#Yt^fc^trJT, «T 

\zmw?z>o EPGffl^^x-^2 5 1 (;-3^Tit m*g 

W-t>? 2 4 0 fcttLEPGffl**^-* 2 5 1 

n/tvXT-AiDss^fflE-rc: t c«t Df#?>n5^sff « 

*t*fflUfc->XxA^Ksy2 6 4 fcJ: O&Xtfft-lctt 
HHMttffrtott*. 2 5 2 (I 5 
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O^Ttt, lflt>^2 4 0WtLii/Mffl^^ 
^ 2 5 2 t'*&^£;nfc3 >^>ylD£§tfjg-f d £ 

^T-^2 5 3l:o^tli ^^T-i'fltjMiSnT 
>yK#r**ffl(tffl**x-:* 2 5 7T*fttf, ->x 
<=>tlS->XxA»Ksy2 6 4fC«fcO, '&WffiftlZttLfe 
f-^2 5 8T$ntf, ***ID£, ***«Kw4 4fC 
*9=r—9 2 5 9 tO^Kl «fg-fe>* 2 4 0 (3*f 

^mmwmm^9y : -9 2 5 9Mz%mtsnrzmmv$: 
s ttas-r c £ c «t o % e> n -a w^JtRnc 4 3 n«t 0 

[0 0 4 9] i-3tItti^yXfA2 2 7 SC*fbTH£ 

f&zwtmmmm 2 54, mmtmwn 

20 ft) 2 6 1, iWtitgEffffl^T-'-* (WW) 2 6 
2, Bt^ft*W^ffl/^x-^2 6 3^^$n§I 

[0 0 5 0] (SlftiSli'X^A) M2 3K, jtffiJSvX 

X(C*5tt^Mffi*vX^A 2 2 7 tr-3!/^T02 3 £fflt^ 
TlftBJ-r-So jifctiJRxXxA 2 2 7 til, PSI/SI£fi£g 
12 2 4, 3>7->ymmt&&2 2 5, ^^-^Kf 
^812 2 6, /^f-^Mgg2 2 3J;t3AAS 
nsPSI/SI, »t^fkn>x>^, ^x-^ox-* 
30 s, sfis^stcMbEffprfg^x-^dia^uTSv 

X-rAT$>-5o Sffi^vXfA2 2 7H, tDV-±)V± 
fi£SB2 3 9 , /l^-flf 2 4 1 , ^fiftSfi (MUX) 
2 4 2, Sft*itiSil2 4 3 51^5. fc;^* 
gfi2 3 9 t(±, 3>f>!y«^Sl2 2 5i>)A^ 

siiOA/jstis^f^n/c^^^T-^, ^^t 1 

-*£/£SB«k«3A#$n***x-:?'JX h«J:0MPEG 
2-systent3^tt-5x-^^;i/— fe)P$^-r§^36tl# 
x— ^S^v'a.— ;HtLit(D^DII, DDBftb, /N'^r^i' 

•o if 2 4 1 iztthiujj-rzmmzirtz. /i^-rif2 4 

1 ttt, n>^>^Bt^»fi«fcDA^Sn-5MPEG2-Vi 
deo PES, MPEG2-Audio PES^<Dtt«*<Dlit^t:n>x> 
5/, f))V— t;P±^fi«fcDA^^n^DII, DDB^CDx 
-^*TSP^Ox-37('^fiJL*«^SB (MUX) 2 4 
2H»bffl^-r*«l)6*#-r*. ^MftSB (MUX) 2 
4 2ttt, PSI/SI^gB2 2 4, ;lWlf2 4U 

OA*sn*TSPt»i,2itHi^-Kasto*#fc«fco*a 
ft*ff^Ts*±dcb, &mtkmmffi2 4 3izihj]irzm 
m&m-tZo gtttkm.wtm2 4 3t\z, ^mimm m 

o X) 2 4 2«fcOA;&3ft5*RTS£«*Sfc#2fl;U S 
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3 izMLx&m^m^-^ Mitt vmm t>t- 

[0 0 5 1 ] (2) •M§?a-fe>*fl&a 
-fe>^ 2 4 0 4£ffltATtSJ0J-f -5. ««9 

•fe>^ 2 4 0 iti> mn-t>? 2 2 0, m^m^>^ 

2 6 0 «k0S»2tt46IDl;:#f *«#*S£jsfcU & 
■fe > ^ ^ C <D Bg^titWgjfc ilM b TBt ^t$t £ glt^t" -> 
XtATJ5. Iflt>^2 4 0H H£/£gg2 4 

4. awa-y— a'2 4 5 ^ttA-5o 

[0052] (»^^a) 0 2 5 \z, m*krftm&<Dm 

12 4 4i:^hth2 5 zm^xmw-rz. m^m&m 

2 4 4 I2ffi-fe>^ 2 2 0 I^KD/^-^/jggg 

2 2 3 £<QAtl2n%mm<DZl>^>yld2 4 6«t0^- 

>U/*Kk3 3££tfU ^bfcn>x>U/»Kk3 3* 
3>x>yiD2 4 6 t*(C» i Sa-y--A* 2 4 5 t'MLffi 
JlTZmm&^lTZ, vXt-A«Ksv2 6 4> * 

*#»Kw4 4, SSii*gf Kmc 4 3 , fiA»Ktn2 6 5 
Tli&£j&gB2 4 4|*3T-&Hf^»::*f-f3IDT&.5 -> 
X^AID2 4 7, *il#ID2 4 8, S*ID2 4 9, ffiA 
ID2 7 0 SritgJ&^-r^^ttiD^L. #IDt*tI 

tfi+j--A2 4 5 t^uaj^-r*,, 

[0 0 5 3] (grffaif-A) H|2 6 (I, »fl-9--A 5 

(Dmrnz^T, *:«si-y-A*2 4 5i:o^ta2 

6*ffl^TttWr*. ifit-;t2 4 5 tll 
SB2 4 4t«tt)4fi)c$nfc«t&UtID£«a!L, IBffi-fe 

>^2 2 ofo(D=i>y : ->yf%mmm2 2 5, 

^Bt^bS«2 2 6> ^^r-^Mgi2 2 3, IPg 
«S-fe>^ 2 6 0flOi?:ffifIl}-A2 6 7 «fc D CD 

1~5„ ^JA(J'Effi-t>^ 2 2 0 F f gCOa>x>^Bt^S 
12 2 5«fc0l«#fc0g#£LT:3>^>yiD£gtttt 
3>x>yiDC*fJtS-r-5ll&#llT»<Sa 

[0 0 5 4] (3) M^«a-tr>^*fijc 
H2 7C, P§Wair>^i*iCD«fi)cH$^T 0 ^cc*tt 

(ro^T0 2 7 efflViTBiwr 3° m^m^y^ 2 6 

o tit, a— tf — l o 6^£>co:n.-+F-^gM*lg£7cfc 

5i*^IM?©w«K«fcDIC;&-h*, WfflHiKjfli^x- 
^£fe£U IC*-K*a— tf— 1 0 6CE*U *fff 
mmmMt'r-it&mtty? 2 2 0 CSltifyXr 

ats-5 0 mmvm-t>?2 0 oh, «*fii«±fiK->x 

xA 2 6 6 , £gg IflyXrA 2 7 1 £«x.3 0 
[0 0 5 5] (K*««4«S->XxA) 02 8C, jffig 
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tfis^fiScvxxAi*icD«^Ei§r^-r 0 mg'gm-ty? 2 

6 0 fc&tf§Jgg1*$|4ifiic->X5 : -A2 6 6 tOHT0 2 
8 £ffl^Tt&HJ1-£. «^fig->X^A 2 6 6 t 

it, rt— tf~ i o 6 ^s*«ab# izmttztizmmb l 
< i*nmzTmmm®^<D3L-4f-m®$:fTifz®m<i; 
o u i*«ifi->xfA2 7 1 1# 

LfDM^yXfAtl.D, a— tf— I/F2 6 8, 
«$S£/£SB2 6 9 a— tf-I/F2 6 8 £ 

3o »&1ff $g£fiScSfi 2 6 9 til, n-+f-I/F2 6 8 

c «t <o n?<t sn^a— emzmmmm > 

x^A 2 7 l ^BSlBllBfex-^^TftSS^flffBfz: 

MMl>, ltlflflyXTA2 7 1 (C^LtH^-f -Stl 
[0 0 5 6 ] (B^tfS^avX^A) 0291:, ■& 

tt* i ffa->xxAi*?«#j£0£*-r. w§it$gs=a->x 

T-A2 7 1 ■?f«»i/XfA2 6 6 CiOA 

# $ n * m&m m zyuzm'sm-t > * w ©it«a-y— a* 

20 2 4 5 \ZtthmAlD2 7 0, SAH 2 6 5f^*L, 
gtf®ofe^HAID2 7 0, f@A«2 6 5 3££fiJJflU * 
tff^^ffl^^T : -^4 0, IC#-K 1 5$?££tfT*-> 
WATM. I?fifIyXfA2 7 lit 

/t 2 6 7 , IC#-h*£j£8B2 7 2, *fff^ 
*5ffl/^f-3'Mgl2 7 3 S«A-5 0 

[0 0 5 7] A 2 6 7 tit ^t»« 

M->XfA2 6 6T4J5KSn;tW*«*<7)«a*ff 
W »t : a-y--A~2 4 5 <fcDfiA»Km2 6 5, a— tf- 

30 1f-«« 1 5 0 **^L, tfliJ-A* 2 4 5 fctH2r*- 

3.— tf-**i 5 ot\t, mmi, $>^>{s^.id(Dm. 
zntzgmm<D%mismztti,{i>sA(Dzz-if-mm-r 
£rcss3i : &mm'rz>^-*?-tf£<Dtkm.mmmt 

5 0 (CJ;D»t : a+t--A-2 4 5 te, ffai"-5eAID2 
7 0/fBA»Km2 6 5 &3-—*f-mmzfe#l2tlT^Z> 
tf-ft^ffltfilL, I^C<a-1f-1f$g^tt$nT 
V>*«*ID2 4 9 t*fl6-r**5fc»Kinc4 3, fta— tf 

40 nHfa-y— a* 2 6 7 iz^mr z\ t v^m t&z>, m% 

tiHBWa-9— 7\*2 6 7ttS^ffiofcflAID2 7 0, iA 
»Km2 6 5, «*ID2 4 9, iS*»Kmc4 3, »H^I 

d, mmmm»^m^mmzmxt^z.t\zi:K>^.~- tf 
tfwjEa^wffii^oswflfa^irffit/s-s. ic* - h* 

^figgB2 7 2 tt, H§«««aif-A- 2 6 7 \H<DM^- 
1f«Srfc£iC^IC^-h*|*lC0^xU7t(HAID2 7 
0. <!A»Kmc2 6 5 , 5$5kID2 4 9, #a— tf-©€ 

50 -if- l 0 6 KEffif S. 
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i2 7 3 tn ic*-h*4^s«2 7 2 tmmizm&m 

tfIiJ-/\*2 6 7rtoW*fi!f«m:t)«-a-if-©|! 
ttf ^ffl * 9 9- 9 £ £.1$. l>mm -fe > * 1*1 CD * 37 5*- ^ 

i«^ts«2 2 6 ns^at-r. K±^m#j->x^Aco 

[0 0 5 8] (2lfflffilT^Eff$n51f#) ^tiiffl 

99x hp^Tcoiea!, psi/sicDjc^^AM^-u^icr 
y- u ^STcoiaai^ff 5 a*. §fw «*co^attfg 

[0059] (mmmmm*99—9) 03 on. <m& 

fflViTWWr*. *W^»ffl^^x-^ 2 6 3 ttt, Iff 
&J5frB#, «SI#itKwcDE£rlWlE{f£ft3^x- 

%a.-v-mzmznrz7 : -?fr$:mm-rztztr><D3.- 

gB#> Bg-§-«**-riD (SB*ID) ^cD^x-^f'^tf 
6nfci*#fcH-r*«^kWf«2 7 6 i, n.— tf-co« 

coa-+f-e#cofiA1f$B2 7 7 i, n.— tf-dSSHKj* 

ff o mm&mmo id, **#»kw, m 
^n-h\ mmmy h%HDWtonm2 7 ssfs^tr. 

«nwan*fiAtti82 7 7. mmmmvmommmm 

ffl£cfcDflAt^fcttfflr5££fcWC&*. 

affl (i =t o * 9 9-9 iz±m(Dmm&,mz'ik 

[0 0 6 0 ] (lfm*99-9) 0 3 1 t, EPGffl*^ 

(lEPGffl^^x-^ 2 5 4 t:^UT0 3 1 £fflt>Titt93 
EPGffl**x-*2 5 4 ttt, itOL-if-^E 
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Wmi']®%ft5fztt><D*99-9-?fciO, EPGffl^x 

-9<Dmmmmm/n±m*99-9, mmsm*9 
9-9 commt® tmfr%fttb&* 99-9 zmm-tsfz 

it>(D^99-9ld, *99-9<D91?\ *99-9<D 

*m xm<D*99-9m&mm2 7 9 1, vtfr^^ffl^ 

^ x - ^ t PI« C ^ ^ 5 s - ^ OBS#ffi^t: * BS^ft 

1f«2 7 6 t, ffijfiCDID, JftSH^BIS, SttOftg, 
Ht«#fif*2 8 0 t, 3>y->y©ID. 3>t->5/ 

»-r4#JISf»*r»*^»fli!||S, 3h!-(WIB, #tl«IB 
#CDfiJfflftiJ|5g1**2 8 2^Sr-g-tf„ Hg^fKg&ftKO^T 
«3e-Wg^CDfiJffl$iJffiti|^2 8 2fimmh. £3- 

*jiC0v7,7-A»Ksy2 6 4 dj; D £ffl#JTR£^{fc$ft 
Eft£ft3„ □>r>7M2 8ll:^HTIl 
-^Effl -y— t'Xf'&tf SEPGcDjlffl U^fcct Ot&iW 

20 Thmmz^m^t-fizmm^from^h&K), epg^^ 

[0 0 6 1 ] (fi/fftffl^^r-^) i3 2il, f 

wn£mx99-9v>m!&&£zf&m2tiz>mme)m 
mm^To &\zmwm t km*99-9 2 5 s\z-d^ 

TH3 2*ffl^TttWT*. #f«/ff±ffl/^x-^2 

c?«jffl$nsflfi, a— y s -con>x>^*ijffl^fe^M 
f */t»tfijfflsn5. epg 

^^?-^Mtt1fl82 7 9 t, Bt^b«*2 7 6 t, # 

ia«$B2 8 0 1, 3>x>!y««2 8 1 1, mmmmm 

*tifcJ;^fJfflWigWW^cD^^t»«2 84t. ± 

*»r^^, si#^-f s.>?m<D&&mm2 8 

tf. Bt^^tO^T(iflJfflffl|5g1fffi2 8 2, 3>x 

>y<ommttt. ^mmv>mm^%.nz>ziyf- 

40 >^fcfi2 8 3, ffifflffll881K#©1fr«>l*£3:ft 

n*»#itffi2 8 5!i»»au 3>f>y*MftL& 
»trai;3>x>!ystKk3 3t«tomaiftiTBt^$n 

>x>ytif«2 8 1 {'-3ViTtt, EPGffl^^x-^l*I(C 
fSffid^iilPSft*. 

[0062] m&imm*99-9) 033^ mmm 
m * 9 9 - 9 cd mat, a «t rx*iw s ft * tf s cd ^ 121 « * 

so f. JfclzHE®ffl/^T r -^ 2 5 6 11^^X03 3Sffl 
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i-r -a if $g sefrr & £ » © * ^ ^- 37 

gtEff ffl^x-^ 2 5 6(1 

2 7 9 **x-*e#©(»fcfcHT-5«#ft;1*W 
2 7 6t, 3>x>y©ID, 3>x>^«St^»Kk^(D 

ftsneesn*. ^ti^nTit HKftffl^x 

-^ 2 5 6 7^**3>x>^*f^5*^x-^T£ 

d , * mm \zmm v tz^— y- pjug^ essii 

3n, ^#JJW<Da— 9-"-fcH^Blte^:»^3> 



XxAltKsy2 6 4*««fflSn*. Eg5t§{f£H 

> x > y m* « t mm £ n«t ^ft $ nt mm 2 n -5 „ 

[0 0 6 3] W^f-^UX h) 03 4(1, *9=t— 

9vx b<Dmfc&£zf&M2nz>ffin<Dmwm%B-to 

*l:/^f-?'JX h 2 5 0 tCO^T03 4£ffltATffi 
it5. ^^f-^'JXhilt KffXhU-A^OEP 
m^9=f-9, ii/Btffl/^r-^fOEMf^ 
E»f Sfc*©**?*-:*-?**), PSI£M55-f -Stiffs 
SrjftS, SffiS*rtic#f<L£EPGffl*^x-^f:#L 
KftX h U -A^(75EPGffl^3? ^*Mff$tl^:«-& 
i'^t3M:ft*^x-^#«©;t&cDtif$8£^tro X^ 
9-9 'J7H2 5 0B, S«**{WTlf$SOH«fr^iiSiJ 
-T * » 0 A*- v 3 >^C0 X * x- 9 U X h Mttftt $S 2 
87t, n>T->^ID('^f£;-rs^^x-^OID, EPG 

O^^f-^^y, EPG/BX^x-^cD5fr£l$S'J-f 
§fe*©^^r-^0;t-ya> 1 SEffX HJ-A±© 
fiiWI«<ff©UXhtff*2 8 8**^tT. X*x-^U 
X hg&teX*x--^£EffiX MJ-AJ; BBftT-Sfc 

fr-f fiiSftsnSo X^x-^'JX hwJRIfyj&tbT 

5 £ t «fc D ®# £f? 5 Mffl t -P 3 o 
[0 0 6 4] (yXrAiliffl^^r-^) B3 5 
SI, ->XxAftJE«rffl^^x-^©fl|^45cfcDt^iW$n 
5t*$g«iK0j!EI$r^-ro ^('vXxAHSifffl^^x- 
^1^^X03 5 Sffl^TWWTS. ->XxA«jgfrffl 
^f-^ 2 8 9 tlt Sft^*l*)i^tt$tlT^-5^: 
Sit W T * -5 -> X 9 A ttKsy S -> X x A »Ksy 

3t'S»fT^/i56cD^^T : -^-eS 1 5o vXxAitHff 
ffl^^f-^2 8 911, ffiCDX^x-^ESiJI" 
0^x-^Jltttif$S2 7 9 £, ^^x-^g#:OBt^ 
fttlMTSSt^ft1ff*2 7 6 t, Ii»«t&4^f 



A«(I^fS-r^vXxAID, ^MflCDvXxAID, vX 

W2 9 omz^ts. 

[0065] vsmtmmt. ®sr«<7»xxAH, 

*-f 5>^©tt$B^Sn5xXxA»1f^2 9 0?J* 
KSU l*^«teg{fS*ftf3T&^«ffl<DvX5rA« 
tLTS»$tlTV^>'XxAilKsy2^ffl-r-5o ->X 
xA»Ksytt, yXrAi^©»t, Mlil^S 

10 «WvX7 : -A»Ksy2S:ffifflT-5o -f-Wfc&C, 

tiji^2 0<Dv-XxAHKsyl, Ksy2*«f3ji3nT^*. 
xXxA»Ksy©M«f^S**#:W('ifti-r-5fe«){C, 
->XxAitKeyWft|^coSffi«[*lco*^Tab§ 2 t3->x 
T-AjiKeyK Key2 fcrH>Tj£"«*. Keyl, Key2#gfi$ 

-5Kf{', xXxAHSIfSffliJH, ffico->XxA»Key3^« 
SJcDemu SM«*Ttt, vXxA»Ksyl^Key3t 

Key2, Ksy30 2 t3©«*t#fiEr-5 C ttft*. ifc, v 
20 XxA»Key2^BStrHW^Itt^-5. K±^*«^x 

- * E#-y— t* x tr *5 n 5 siffi flg «t o asm $ n * x 9 9 

[0 0 6 6 ] 5. §fi«yXfA 

o^r, ±Mo-y— t'x^p-^^sss-a-ssflfflvx 
■r 0 * £ 5*- 9 mm it- tf x t * t j -5 sftfflij r 

*3 (i«S2r^b7 v c3>^>^ 1 7, PSI/SI19, 
30 x-^ 1 8*CDlf$g£7>7 : -x2 t b, TV9# 

t*XfflcDS{f JS*3 0**&#»i LT 
tt, 3>r>y 1 7aiC/^f-^ 1 8f ©ti^ia 

2ft?t7-9<D^&Zf%mii$lMf*iT§itic.i£tl%mW£ 

40 be, m&m<D®w, ®mizmt)%mvi 6mm. ^©s 
m-*zmi&!$<D>f)i- •Jm&zff 5 « a^iex/nw x t 

*5IC*-h* 1 5€r#LTVi-5CfrabS. ^CDRMPl 
•SSttacDSfJffllSrff -5RMP3> hn-^3 0 6, Bg^t$ 

nfc^^x-^Sra^-r^^^x-^^^«fg3 o 7, 

if-^3 1 1, £mt5tfi&mmirza.—<?-<Dmm 
50 $^gT5^*cDx 0 P7 7-r^3 1 0, §:immt*iT* 
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yi 7, \ 8©!!;, 

z^mmm3 i 3, i 2 

— Kr-c x^^>, t&gti^yf-yy, t^f— ^^colt 
«*»tt-T*«t)nbWDB^DVD-RAM, ^tUA-h'f 
ffl'J^-/WWT-f7SiA5. IC*-Kl5tt, ffi 
tfiLfdHAID2 7 0, <IA»2 6 5, fiA#?ifo1i$8 2 7 n 

5. RMP1 6ll-3litlt A-f U— ^-^Bt^^i'd 

-;i^<h jr o z. t tfvjmtzmrfi s n * . 

[0 0 6 7] ^tS^**©«r*W)&:«l)BT»*RMPl 

(RMP) *^T r -^SE{f+f— lfXtc43tj-^RMPl 6*ffi 

C0»$ff5RMP3>hn-9 3 0 6, UgHfffcStt/!:* 
^r-^mt5^i'T-i'fl[fi«3 0 7, Bt^ft 
$ tlfe p > x > y £fg#f 3 CD n > y fl-^fg 

3 0 8, sfc^rtrffifflt-sitstfg-rsiMfay- 

•T57 t C<*C07 0 P7T^;P3 1 0, §{f«*rtT^x- 
3 0 9*f££tr. 

[0 0 6 8] 05 2 1:, RMP3>hD-5>3 0 6 Off 5 so 
±fcfHWffl3fc"P^Tj5*-r. RMPP >hn-73 0 6© 

3tr-«w, s^Mfi, jgagtiMff. 

ffS, 77 P U^r-va>!SliEffjiJffl> ftflMftSSffiffltt. 

[0 0 6 9] (**y-*«#) i3 71:, **y-* 
«-^«fgcottt?l0Sr^f „ *l:^^r-^S^l:^^x 
0 3 7 SfflV^TIftBJI-^. ^^^-9^mm3 0 7 t 
tt, RMPn>hn-^3 0 6 «fcO*^gjJW«fic:ofclS 40 
tC iflf-^U 1 1 =tDRMPn>hP-^3 0 6 

*x-*^£«*rrstSi|£T&3. RMPP>hP-f7 3 

filCrt- Kl*)co^ft:Sn/i<gIA^*51S$6^^ffl©b, 
7)V3ii »WSx-7*;U3 i i \tstvm so 



Snfe«f^ltID«kt)»j(S-r*l«#lt*B»SiJb. RMPp> 
3 0 6f:ttb«MMt£3tt«rr. RMPp>Np 

£, tfT-f&xpT-pmmi&ms o 7i:g(t« 
^ifSrRMPp>hp-5 3 o 6 j:orai;<s^assn 

fe&ftlZ&mV, RIIP3>hn-7 3 0 6l:«^L^ 

OfflSSrff 3>lffl£ff 3 W-k#t**y-* 
«^«ltB3 0 7 ©*#«ll!T*-5. ^^x-^«#tlfli 
3 0 YtimmrZMr^-ftlZ, W,m*9=r-9 2 
5 4, #i/S*ffl^^f-^2 5 5, ftSSffffl^x 
-9 (Mm) 2 6 1, agEfiffl^y-^ 2 6 

2, W^ffl/^r-^2 6 3, vXfAilfffl/ 
^x-^2 8 9 CD€-^^x-^«te(r. IC#-F"tCte» 
3ttSfHA§S«1*i8 2 7 4, fFJ§ffiffi3 1 4^WStt 
ICA-Kl^O««T»«.fflAI8i|iSH»«2 7 4, fffg 

w«3 1 4(:o^th ^nmm^-fMz^m^ti 

TH&V»fca&, IC*-h*rt<DfflAitKm2 6 5 £RMPP > 

hP-^3 0 6 J;Dffi#U*^*ff5. 

[0 0 7 0] (P>x>^«^) 03 8(1, P>x>-^ 
**H8llgCDiKBJ§0£*-t. 3>f/ > 7«^C^^Ti3 

8*fflv»Ti»^-r*. 3>r>ymm&m3 o 8iit 

RMPP>hP-^ 3 0 6 ©*#gjJifc2fU »flf- 
^3 1 1 J;i3RMPP>hP-5 3 0 6 
£P>y>y©B£^»T&3P>y>y§i£&ffiL, P 

>t->^i 7i*ios-xi^^>h$ft^f zmm-c&K), 

[0 0 7 1 ] (^P77-ff) 03 9C, ^U7H^ 

co*fig0*^-T o ^i:^n7 7i';M:o^Ti3 9 5ffl 

tr»TMWf*. ^P7 7^;p3ioi:n mmmmm* 

7 4O*^Ta&0, ««Oi^S^f f -^T**fc«&. RM 
/^EU) 3 17f:^tt$n, 

fc^#:7°P7ri*;i/3 1 5 t, #a— y-»©j!*9«f* 

WsnfcflA^D7 7-f;i'3 i 6£-&t!\, 

[0 0 7 2 ] (iflf-^JW 04 01:, »flf- 
•7)V<Dm&m*7fi-§r. tflf-^K:oi>T0 4 0 £ 
fflV>T!8Bjtt-3, iflr-^Jl-3 1 1 RMPP> 

hp-^3 o 6 kQmfeznziJHzttVTmmi-zmz 
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EttXU7 (t^a7/tU) 3 1 7 f:l#*ft£n£o 
[0 0 7 3 ] Ot^x-jr**) 04 1 fc, **?=t-Z 

i zm^xmHrz. tz^-zm^mmz, o 9 <t«, 

RMPl 6 ±OIC*-h* 1 5(r^b*ftff^»ffl^^x-^ 

f S^C, &tif*SIC7J- H 1 5 |*)CD<0A$tKm2 6 5 5 

[0 0 7 4] 0421:, Sttftftft £&M 

i:&tf 4 f:tett£ 5*-^ co#»tt^t't3 

lrvrH4 2«jgVvrK9!-r«. #ajK^4fc«HW$n* 
r-?tlTlt ^^r-^'J7F 2 5 0, EPGffl^ 
5*-* 2 5 4, «UK/EPGt— ^3 1 2, ^*5Jttf«3 1 

3, wwmkm*??-? 2 5 5, n>f>7i 7, 

Ml-eftSn^. EPGffl/*x-*2 5 4^#i/S 
*ffl^37x-^2 5 S^SrSftl-SfcfecD/^x-^'J 
Xh2 5 0 t, EPGffl^^x-^2 5 4^#«/S*ffl^ 
^x-^ 2 5 5 iD«$n, Sff«*«EPG**, |ft 
SSfflaSfr^fci&rottSl/EPGT— ^3 1 2 £, EPGffl 

^^x-^2 5 4«to^jESsn*a>7 t >y«*/*a 
> y m fammmmmmznrcwm *?7-?2 

5 4, #«/S^ffl^^5 i -i7 2 5 5, 3>f>7 17 

Lfijfflf -5 Hit: J; D S©Si*rtr©f?li&^Yk«ia*# 
[0 0 7 5] (IC*-H) 04 3C, IC#-b*ftCD«/& 

©a»9i0*^-r. ^x-^SBft-y— b'xciJv^T^ffl 
snsic*- h* i B^ommz-D^xmA 3 sjhi^tr 

«XU7 (t+a7^tU) 3 1 7«ha^©i2t8xU7 

on*** 1 ;) 3 18^ias. ffiflroaEttxu7 3 1 

x$>% tf&mfrrz z t x&m ^fiti^r-^ wmti 
sn, -t*=LVTj(D<$iz>tircm&xvT3 1 7 

+a'Jr>f ^ e-n^ietex 1J73 1 7 fcf&ttsnst* 
0, *tuzm&-rzmnmT$>z>®Amu2 6 5^#se 



(17) 

— ji«C0|B«xy7 3 1 8 C^M^tlSr- 
RMPl 6fflTI«^ft:$tlfc<HA^lg*2 7 4, 

fF^««3 1 4mm%-rz>o t+a'jf-f^ 

6ftfcfittX'J7 3 1 7t»tt3n>tfflAID2 7 0, fi 
Alt 2 6 5 SrRMP 1 6 CSttSTf MI U < -fc^a 

^SrfiJfflT 3 £ it: J; <0 mm?*. 

[0076] (§««*«iT^$n^«*) 

[0 0 7 7 ] (7n77i"M^) 04 4C, ^77 

twwt*. zfay 7 -ijv3 i otit *tfr^^ffl/^ 

^P77^;i^3 i ow^ti, 3itaffl«tt)S^L/ 
^♦tff^^ffl^^x-^ 2 6 3 S^^x-^^^fgn 
iO«^Lfc©%, RMP3>hP-7 3 0 6C«fcD, * 
20 fff^^ffl/^T f -^ 2 6 3 0a— y-*-s£SiJ1t $8 2 7 51*3 

iD«^$nfceAffil82 7 7, H«5jWf«2 7 8«fcDj6J 
gfctt«©*&tttHl,fflA*KJtil«2 7 4*«tl, 0 
se.fr, *©«Ail#$H»$82 7 4«\ a— 
2 7 5 (:J;D§iSiJL7c-t^a.y5VXU 7 3 1 7 

*^Q77-f^3 i 5, fflA7n7 7-r;P3 i 6©#:/ 
P7r^;H:«ttt5:tt:±0, 7°n7r^JU3io 

30 [0 0 7 8] (if!f-7JW 04 5(:, ifir- 

t— 7*3 l l t:(i, a-+f-coS{f«*WAfi$i:^56 

V^MtLTH **ID2 4 9, ig*«tKmc 4 3 , •> 
Xx7^ID2 4 7, ->7,^A»Ksy2 6 4^#ftT-S» 
*3, vX7-A$£Ksyte, v7.T-A»Ksyl~Ksy3#W ->7 

40 V^Tfi, 51fflt:ffiffl$tl-5ID, «1f$gKsyl<h, yXfA 
»K*TS#t:fiJffl3n5^«ffl©ID, »tf*Ksy2©2a« 

Tfi, ->XxA»SffB#W->XxAID2 4 7, yXfA 
HtKsy2 6 4, *H^ID2 4 8, **#«Kw4 4, n> 
x>ylD2 4 6, 3>T->y«k3 3#KS-r-5. ^ 

Jgffffl^x-^2 8 9, »iM/7f-7 2 6 
3, HK^fffl^x-^ 5 6 i*g©BS^fl:«^{:»iWS 
tlTVi5fc», RMPl 6rtfiR©^^x-^«#{3«fc0a 
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SfU -b^i U «^6n7ifBtexU T 3 1 7 C»M 

[0 0 7 9 ] (4ft^/EPG7 i -y;W B46C, tt*/EPG 
f-^M4«»iORi)IH**t. tftSt/EPGx- 7> 

12<h(i, SffitfcEPGffl^^x-^2 5 4, 

^x-^a^*ffic«toft/^7 i -^«a^ai:, rmp 

3>hn-5l:«tMgJSISMffiU #«I*#:4|*ICQ 
3fJ£ffiHH»iW-r*^(i:C±D±j«an*. t&fSt/EPGx it 
-7>3 1 2f4, S««#l*K'«»i¥ffT^EPGffl^^ 
T-?2 5 4, ^ ^x-^ 2 5 5 (DffiW,m 

m<DM-£,-v&z>o £fz, &m/m^-y')i3 nit at 

K, EPG**Xtf-K<D|Bj±*SnItgi^:-5„ 

[0080] (7nw«) m4 nz, ^mmnn&titm 

aS^^LRMPl 6f*gg|5TEPGffl^^5 :r -^2 5 4, 7" 

077^^3 i o iotissnsfs-pio, NMHra 

-TtI#««#:4i:f#ttSn§1ff|gT^S, P-~!f-±0 
ffi«/#»S**«ec:4t, RMPP>hP-5 3 0 6lt 
ffi^g*©^ <h & 5 3 > t- > y t *ff 5 EPGffl ;* d7 
-*2 5 4C03 t°-£RMP|*|gE{~£fiScU Ptf-LfcEPG 

IT, RMPP>hP-5-3 0 614, tt^bfcEPGffl^ 

<D^>m&Bjmfr s*uje l . 4 1*)©^}©^ 

O^ttSffofca— y-oflAID, EPGffl^x-^2 
5 4j;D> =l>7->yld, n>f>7^X\ ifiSH^ 

ffi3 1 3«£ricU #»«#4ft©J?r5£&g{;:te«frr-3 

[0 0 8 1 ] (IC*-KrtOfflA5H9f*il) 04 8£, 
«A*lfi1*«©£j£4fflS01tt9iig£jrf. *t7*D7 7 
■f ;n*gofiAl8*Sj«f*sic*- KKtMfrf *iB©flreft; 

©iBA3?*?)1fNBi:f4, S*W(rKMPl SftCDt+a'Jf 

T^*fiAS#SjWf*2 7 4*lgHlfl:;*1tfcfc©-e*5. 
RMPP>hP-5>3 0 6tt, IC#-K 1 5;W?A£ttfc 
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±©«AID2 7 OSr-t^iU^^co^e-n^eSKSS 
UTffli^Wt), 7°P7y<;^©KSfBA#?»if$g£l£ 
SUTS, RMPn>hP-5>3 0 614, IC*-K1 

5rtfcfiA«*sjfi!f«^ffirntf, ^-tt^fte^o/* 

fBO^flf^bBS^trtSiWanSA-^a >No. &«t& 
U IC#-H©/t-s?a>a*»rL^»£-tt. IC#-Hffl 
ro»fF^ftSn/tfflAllil9***RMPl^C3fcf-b, IC* 

#l/fc«A*tKm2 6 5 Sr&ffl L^x-^tt^f: «t 011 

a*#sh»« *a^L,»a-r*^p 7 T'f ;n^©fiAi8iKi 

HHBSHSM-*. RMPn>hP-7 3 0 6(t m\z^u 
7H ;HBiJ©fiAJS£l1*38 2 7 4«A*— >*SfrLti 
IC*-H 1 5 iO-fe+a.'Jxi'W^en/ieii 
HfSai;T«t»U/tfflA«IKm2 6 5 U ^^x- 

37©^«tg3 0 9 KJ;9«A§?i$*#© j £g8&#£lif*§ 

fc «t DfHAS»1»^©Mfr£fT3. 
[0 0 8 2] (ffftgflrft) 04 9 fc, fFlg1iflB©£figffl 

3©sB9§0£^-r„ ^trrFffiifis t-^^TBi4 9 £m> 

TUJHJT^o rFfg«^3 Hilt Zl>T>y<DMmiZ 

mlx (Dmmmmr$> 0 , rmp 1 6 i^tic*- k 1 5 a 

©IA^«t2 7 4 t 1 4 |*I©^li/ff£ffl 

*9=t— 5>2 5 5©pH— «fc0±J^^tl-5„ P.-+F-© 
3>T->yfc^*SttS**«iei4t, RMPP>hP 

-730 & \m.^^>n>7'>y\zi^'r^mwn^.m 

2 5 5©nfcf-£RPMl 6rt«fc*J«b, p 
tf-b/zSa/ff^ffl/^x-^ 2 5 5 €r^^T-*-^tt 

ItLtzfe, RMPP>hP-5-3 0 6tt, IC*— H 1 5 1*3 
J;0Bf^fb$*lfcfflA**?Ht«2 7 4R0t, «aUf 
^ W^Snfcejt?§SrffiUTfflA»Kiii2 6 5 $^f#b, 
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